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Executive Summary
The resources of computation at LG Company support the integration of the Information Technology and Digitalization and the application of the resources to realize digital globalization and privilege the members of the LG Company Community. As the users of the facilities, products, and services, they have access to the valuable resources, internal and external networks, as sensitive data of the LG Company. Subsequently, it is significant for the staff of the LG Company to behave in a legal, responsible and ethical manner with regard to the Information Technology and Digitalization. Generally, the acceptable application means that there should be respect for the integrity of the physical information technology facilities, the rights of the computer users as well as the contractual agreements and pertinent license. Any person found to violate the Acceptable Use Policy, the company shall take disciplinary actions that include possible loss and restriction of network privileges. A serious violation of the Acceptable Use of Policy shall lead to more serious disciplinary actions that may include termination or suspension from the company. This document creates particular guidelines for use each network resources, the Information Technology and Digitalization at the LG Company. With the technological innovation and advancement increase, companies like LG have experienced an overall improvement in the quality and quantity of its output that is accompanied by various challenges as well. Such challenges are associated with the IT and they include problems such as system attack, information smuggling, virus introduction in the computer's software and system, hacking, cyber-theft, cyber-crimes, as well as attacks on the computer systems. It is, therefore, important for the companies to constantly review their lay down Information Technology policies to involve the current and emerging issues in the IT.  

Acceptable Use Policy for Information Technology
Information Technology Policy Statement
This Policy Statement offers notice to the LG Company’s guidelines and expectations to everyone who manages and uses the IT services and resources that include telecommunications and communications systems, networking, computing, software, infrastructure, procedures, personnel, hardware, databases as well as data (Greenwood, 2008). The company offers the Information Technology resources for the advancement of the company's business objectives and goals. Any use or access to the resources of the IT which conflicts interferes or conflicts with the outlined purposes, guidelines and requirements shall never be acceptable and shall be viewed as the Policy Statement Violation. However, the company intends to amend the information technology policy statement to include the following policies:-
· The Policy of Data Breach Response 
· Shadow Information Technology Policies of Prevention and Control
· Management and Use of Corporate Social Media Accounts Policy
The Policy of Data Breach Responses
Scope of the Policy of Data Breach Responses
The Policy of Data Breach Responses shall cover each and every network devices, computer systems as well as extra outputs and systems that transmit or contain the protected and sensitive data of LG Company (Bonner, 2012). This policy of the IT and all other policies documented herein, shall be applicable to each and every staff and member of the LG Company that shall include but not limited to staff of the company, administrative officials of the company, independent contractors, shareholders and all other stakeholders directly involved with the operating and performance of the company (Romanosky, Telang, & Acquisti, 2011). The resources of computing include all company managed, owned, or licensed software and hardware, and, the application of the company networks via the wireless or physical connections, despite the device or computer ownership connected to the networks.
Purpose of the Policy of Data Breach Response
The purpose of the Policy of Data Breach Response shall be to offer a process of reporting thefts that involve data, data exposures or breaches that include unauthorized use, disclosure or access of data to inappropriate people Fabbri, LeFevre, & Zhu, 2010). The policy shall outline the response to confirmed exposure or breach of data, or confirmed theft of data on the basis of the data type involved. 
The Policy of Data Breach Response
Reporting of the suspected exposures, breaches or theft of LG Data
Any staff member or employee who suspects or detects that breach, theft, or exposure of LG Protected or Sensitive data has taken place must instantly offer a description of what transpired via the company official email DataSecurity@lg.ed. The email address shall be under the monitoring of the LG’s Information Security team.  This team shall carry out investigations of all the cases of data theft, breaches or exposures reported for confirmation if exposure, theft or breach has taken place (Romanosky, Telang, & Acquisti, 2011). In case of exposure, theft or breach took place, the Information Security Team shall follow the relevant procedures depending on the data class involved.  
Confirmed data exposure, theft or breach of LG Protected or Sensitive Data
Immediately data exposure, theft or exposure that contains LG Protected or Sensitive data is recognized, the process of eliminating each access to such resources shall start immediately. In case the information is available on LG outside site, such sites shall be contacted to ensure that the information is deleted immediately (Fabbri, LeFevre, & Zhu, 2010). The response team shall be chaired by the CIO in handling the exposure, theft or breach of data. The Information Security team shall include members from: 
· Communication and Marketing Department 
· Information Technology Department
· Risk Management Department
· The affected department or unit that utilizes the involved output or system whose data could have been exposed or breached. 
· Additional departments or units on the basis of the type of data involved. 
Confirmed breach, exposure, or theft of LG Public Data
The CIO shall be made aware of the exposure, theft or breach of the LG Public data immediately. The risk management and the Information Technology Department shall evaluate the exposure or the breach to identify the major cause of the breach or exposure (Bonner, 2012). The Information Technology Department shall work closely with the relevant bodies in remediating the breach or exposure root cause. The Information Technology System shall also investigate any system involved in ensuring that the systems did not have any LG Safeguarded or Precise Data (Fabbri, LeFevre, & Zhu, 2010). In case the system is found to be containing LG Safeguarded or Precise Data, the CIO shall be made aware and the “Confirmed data breach or exposure of LG Protected and Sensitive data” part of these policies shall be appealed. 
Policy Compliance
Failing to comply with the Policy of Data Breach Response may lead to disciplinary actions as offered in the Managers Handbook as well as the Employee Guide and Handbook (Bonner, 2012). The disciplinary actions for not adhering to the Data Breach Response Policy may include terminations, as outlined in the Manager and Employee Handbook.  
Shadow IT Policy of Prevention and Control
Policy objective of the Shadow IT Policy of Prevention and Control
Shadow Information Technology is emerging issue which should be addressed in ensuring the efficiency and integrity of LG Company technology as well as preventing processes and information fragmentation (Greenwood, 2008). Shadow Information Technology can be defined as the solutions and systems of the Information Technology outside the MIS control and ownership of an organization. The current matter in the LG Company is the fact that Shadow IT of the company is largely unacknowledged and unmanaged. Within LG Company, Shadow Information Technology is not essentially detrimental to the company (Margetts, 2012). Nevertheless, Shadow IT can result in data loss risks, misuse or corruption, disconnected and disconnected processes, as well as fragmentation of the information that should be tackled appropriately. 
 Intended audience
The Shadow IT Policy of Prevention and Control intends to address or cover the LG Company users responsible for creating and propagating the software and software that are covered or addressed with the present policies of the MIS. 
Policy statement:
Ownership:
LG Company owns its Shadow Systems of Information and Technology and the resources as well information shall remain the company’s property. 
Monitoring:
The MIS shall be for the monitoring and assessment of the Shadow Systems of IT in determining the related impact, effectiveness, efficiency, reliability, support services, risks as well as stability on the performance of the internal systems. 
Security:
One of the major important areas that concern Shadow IT of the LG Company shall be related to the security. Shadow IT Policy of Prevention and Control shall the possible internal and external reputational damage and destruction of the company from malfunction or failure(Greenwood, 2008). Provision the MIS of LG Company with information concerning the information relevancy and appropriateness as well security shall be necessary for the systems.   
Policy date:
Shadow IT Policy of Prevention and Control dated 10th November 2017, shall remain in work without time limit, and shall be reviewed on a yearly basis in ensuring relevance.  
Policy owner:
The Shadow IT Policy of Prevention and Control shall be control of the MIS Chief.  
Change authority:
It shall be under the authority of the MIS Chief to change the Shadow IT Policy of Prevention and Control. The Business Service Section, the MIS Chief and Technology Service Section Chief shall offer exception waivers Margetts, 2012). The exception waivers shall be reported and logged to the Board of ICT on the semi-annually basis. 
Management and Use of Corporate Social Media Accounts Policy
Policy
This policy offers guidance for workers’ social media use that needs to be widely comprehended for this policy purposes to include chat rooms, message boards, micro-blogs, wikis, blogs, social networking sites, online forums, electronic newsletters, as well as other services and sites which allow the users access and share information. 
Procedures
These policies shall apply to the professional social media use on behalf of LG Company and individual employee social media use when referencing to LG Company:
· Workers should understand and comply with the Employee Handbook, Code of Conduct of the Company as well as other policies of the company when using social media in reference to the LG Company. 
· The workers need to know and understand the impacts their activities on the social media platforms may create the image of the Company and well as their own images. The information which the workers publish or post may remain public information over a long period of time that may taint the image of the company or create a positive image of LG Company.
· The Company staff must know that the LG Company shall observe information and content policies they make available in the company social media networks (Gallaugher, & Ransbotham, 2010). The staff of the company needs to use their best skills and knowledge to ensure that they do not post any harmful, inappropriate or irrelevant information to the Company’s official social media platforms account. 
· The following shall be prohibited from posting to the official social media networks of the company accounts: pornographic, libelous, harassing, proprietary as well as those posting that may create a hostile working environment.
· Workers shall not be allowed to post, publish or even release the information that the company the company consider confidential to the social media networks or platform. 
· Online content, social media networks as well as blogs can sometimes produce media as well as press legal questions or attention and therefore the employees should be very careful on what they post or publish on the official social media platforms of the LG Company. 
· The staff shall get the required permission from the appropriate authorities before referring or posting images of present or former suppliers, vendors, members or staff (Kaplan & Haenlein, 2010). Moreover, staff shall get relevant permission to utilize a third party’s intellectual property, copyrights, trademarks, service marks, as well as copyrighted material.
· The use of the social media shall not interfere with the responsibilities of the employees at the LG Company. The Computer Systems of the LG Company shall be used for the purposes of business only. 
· When using the computer systems of the LG Company, the social media use for the purposes of business shall be allowed(Gallaugher, & Ransbotham, 2010). Personal social media use platforms or online personal blogging content shall be highly prohibited and may lead to disciplinary actions against such employee.
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