1-Proof-of-Work and Emails. Suppose you are tasked to review a new proposal to counter spam emails. Whenever a sender wishes to deliver a mail to the receiving SMTP server, the sender has to include a nonce n such that SHA-256(recipient email || subject || n) < 2 240 . The intuition behind that system is that the sender must have invested some work to find the nonce tailored to each recipient and subject. Thus, mass delivery of spam emails would be very costly. Is this an effective countermeasure against such an adversary? Justify your answer. If it is not effective, how could it be improved?
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2. Protocols. Alice and Bob own a shared bank account, and, unfortu-
nately, Bob cannot remember the four-digit PIN to access the account.
Alice wants to help her partner Bob and send him the PIN via an in-
secure network.

They both know the date they first met (let’s call it date) and consider
it a shared secret value. They come up with the following protocol,
where H is a cryptographic hash function with a 256-bit digest size,
and z <$ Z returns a random integer z € Z.
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The protocol essentially consists of a one-time pad encryption using h
as key, which is of the same size as m. h is computed as the hash of a
random number IV concatenated with the secret value date.

a) Does the above protocol guarantee confidentiality, data integrity,

P! g Y egrivy.

and authentiation? For each property, justify your answer and
give an attack on the property if possible.

[6 pts]
(b) Assume the adversary got hold of
1V = 15304484387517434811
c= 0xa75da6155e61662665dfdec2264097bd

60cea3eb09c84461b5£728d9b0058361

The protocol run used SHA-256 as the hash function. The IV
is encoded as a 8 byte big-endian integer; the date is ASCII en-
coded in a “YYYY-MM-DD” format. Recover the plaintext PIN
and give the shared secret date. You will have to write a small
computer program to assist you in your task.

[4 pts]

3. Wired/Wireless security. Assume a setup as shown below. A client
computer is connected to a wireless access point and from there via a

"Encoding tables can be found online, e.g., https: //www.ascii-code. com.
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Let m < “Our secret PIN code is: XXXX....” be the message
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Alice wants to send to Bob. The message is assumed to be ASCII
encoded!, representing each letter/digit as one byte.

Alice Bob

IV +${0,1,...,2%}
h < H(IV || date)
ce—meh

1V,c

h« H(IV || date)
mséc®h

The protocol essentially consists of a one-time pad encryption using h
as key, which is of the same size as m. h is computed as the hash of a
random number IV concatenated with the secret value date.

a) Does the above protocol guarantee confidentiality, data integrity,
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and authentiation? For each property, justify your answer and
give an attack on the property if possible.

[6 pts]
(b) Assume the adversary got hold of
1V = 15304484387517434811
c= 0xa75da6155e61662665dfdec2264097bd

60cea3eb09c84461b5£728d9b0058361
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