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Abstract 
Following the past three years the attributes on ransomware has massively impacted business sectors due to cyber scans associated with it. According to investigation done by the FBI the process of ransomware has resulted to loss of over $1bn. In the year 2016. The ransomware is a malicious program or software that gives hackers access across firewall of company or private limiting accessing to their information hence demanding payment for the restriction to be lifted (Van der Meulen, 2015).  The most common restriction practiced currently are the encryption of data or essential information in the computers limiting access from the owner withholding the information from the owner. Basing on the current data, the process of restoring the information are very expensive compared to payment of ransom. The organization at risk are exposed to lots of challenges such as they stand a high risk of permanently losing information, customer data, inconvenience and  reduced productivity. 
Introduction 
Different organization are faced with daily threats that originate from the internet. Currently ransomware has become the biggest threat facing any organization system and is spread via the network system of which its ramification are highly expensive as opposed to payment of ransom (Oduol, & Langat, 2019).  The software has the capability of attacking private or company information and inhibiting the owners from access does delaying and posing a threat to permanently loss of information. it has been a biggest argument on whether the process of paying ransom should be included in law to effect the process and prevent the catastrophic of ransomware. 
Several cities have been crippled by ransomware, attempts to avoid paying ransom to the hackers has paralyzed services from emergency responses to health care. The ransomware are targeted on essential serves that are required daily to offer better services to the citizens. According to Florida city, a decision was reached to pay the hackers $600 000 to restore the system as the calls and computers were taken hostage by the attackers. Other countries equally have reported such incidence which seems to be a booming business for the hackers. It is believed it is only until payment of the requested amount that the system are allowed to function implying the hackers work at great speed. With this emerging treats no body is safe even the government as the company and municipalities are the target. Its not ethical to permit loss of life or promote criminal activities to save life or services. Addressing the concern of ransomware and paying of ransom is a challenge in that introduction of a law to allow payment will spur many attacks to take advantage of the situation presented. Its is also unwise to allow people to die or suffer while keeping the law, the law are meant to help the people hence any activity done for the benefit of the population are deemed successful or solution on impending challenges. 
The following steps are essential and recommended to prepare for an impending cyber-attack treat on a given country. It is important to put more emphasis on network security to prevent any attacks. The government should invest more on cyber security and provide impenetrable firewalls to prevent attacks. Early exploring of weakness and putting measures to curb the weakness prevents attack.  Employee education is also vital to prevent attacks as majority of the malware are delivered via emails tricking employees to access them. The country and any business organization can equally invest on automatic backups to prevent loss of information, when the hackers know you have multiple system it is hard to demand for ransom (Lewis, 2019). 
[bookmark: _GoBack]The arguments made by the Washington post editorial are all correct basing on the fact the ransomware has crippled many cities and cause loss of money is increasing and believed to be the cheapest solution to acquire your data back within minimal time. The hack has extended from Atlanta, to birnhamn and other cities making the ransom appear to the cheapest alternative. It is very right not to use the taxpayer’s money to facilitate criminal gangs at the expense of safeguarding the system. 
It is unethical for any state to pass such a law to allow the payment of ransom to hackers as the act promotes criminal activities and it’s against the law. The government should rather establish other means of dealing with the criminals such as putting more emphasis on tracking an FBI data base to put culprit into justice. The law should be passed to bar any person and government from paying ransom instead any attempts should be reported and dealt with serious effect (Yar, & Steinmetz, 2019). 
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