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Ransomware describes a cybercrime whereby the affected party suffers from an alien malware with the potential to make the files of the person inaccessible. Inaccessibility at times serves as a scapegoat to the intention of blocking out owners from their systems, such as government agencies from their respective services. Additionally, the malware also has the potential to bring about irreversible damage to both the computer and the data within. Combating the specific cybercrime through law enforcement does not have an objective intended at the prevention of all attacks. However, the initiative sticks to ensuring full-preparation for potential attacks.  
Ransomware presents as a more advanced form of malware owing to its capability to emerge more complicated with each version and a highly underestimated rate of exponential growth. The threat not only lies in locking users out of their systems but also access to their information. Encryption allows for perpetrators to accomplish their attacks, mostly intended at extorting money from the victim. The hackers mainly demand a ransom in untraceable currency, after which they release a key that either restores the data or unblocks access (Pelton & Singh, 2015). One channel that makes it easier for the hackers is the platform 'bitcoin’ which allows payments without any restrictions from any regulatory body. 
The spread of ransomware to other devices could be through various channels, inclusive of compromised websites, misleading links, a spam email, or directly through an infected external drive. However, the above tactics require input from either the user or another party with accessibility to the computer. Perpetrators could also opt for remote desktop protocol control, which is another strategy not reliant on any input. The vulnerable devices to such forms of attacks include personal computers, network drives, mobile phones, and Macs. Their vulnerability is independent of the presence of any security software, or any other form of protection (Gordon et al., 2017).  
Rationale of Victimization
The victim of a ransomware attack is one stuck between a rock and a hard place. The choices presented are losses either in the form of data, or revenue for ransom. However, experts voice their option on the logic for not paying while under threat. The most important reason is that anyone going through all the effort cannot be trusted. The ransomware attack makes them a criminal. Therefore, the victim has no guarantee that paying for the commodity assures safe to return without any other third party. There are various accounts of victims to whom the perpetrators never gave back access after the latter received ransom (Rashid, 2016). Secondly, the ransom payment serves as an encouragement for hackers, who could share their experience with other like-minded individuals. Therefore, paying enrolls the victim into their connections for easy targets. Additionally, attackers have a tendency of beginning with a significantly lower price tag. Any actionable information that signifies the victim intends at paying leads to an increase in their initial asking price.  
There are also additional expert concerns for not paying. Even in the case that the victims regain their data and use their devices, such funds are useful for the criminals in the development and advancement of their attacks. The concept presents a continuous cycle that ensures the perpetrators stay in business. A piece of additional expert advice for organizations is only to comply once (Rashid, 2016). The risk of losing data for companies makes paying the ransom a logical choice. However, experts advise that the first experience should be an eye-opener for every organization and individual to take precautions.  
Safety Protocols
There are no full-proof tactics identified that could keep a user safe from ransomware attacks. However, safety protocols do exist. The most critical initiative is for users to make sure that that they back up all their data repeatedly, particularly files deemed significant. In such an instance, scammers who block your access will not benefit much since you will already have all your sensitive data. There will be no need to pay the ransom. Additionally, another favored tactic by scammers is email attachments. Personalization of spam and email inbox settings that restrict your access for emails received that have suspicious extensions could prove vital (McMillan, 2017).
Additionally, users should never open any suspicious-looking email. Software flaws and windows bugs point of vulnerability that ransomware exploits while attacking a device. Therefore, users should keep an eye out for new updates on operating systems and software, which will aid them in keeping up to date with new features (McMillan, 2017), and also as preventative measures against new attacks. Users who make use of remote access and control software can also improve security by disabling or removing the same repeatedly and regularly. Users also have the option of anti-virus software, all of which have regular updates with updated detection capabilities for new or improved threats.
Culpability and Victimization of Organizations
Recent ransomware catastrophes witnessed in the U.K National Health Service, the city of Atlanta and other prompted expert inquisition about why some organization tends to be more prone or endure more attacks than others. Such inquiries also included probable measures that should have been or should be in place that would have mitigated the losses from the threat or safely avoided victimization (Piper, 2018). There are negative perceptions and notions about the payment of ransom. However, employees under attack first opt to pay the ransom without any notification of go-ahead from either their security consultants or their bosses. Such a move emanates from the fear of losing their jobs, or the organization holding them accountable for the loss of data. Such a situation exposes the organization to more risks, hence the need for companies to acknowledge people are prone to error.  
Additionally, organizations should take into account that such attacks need no one to make a mistake and also create a culture whereby employees have the confidence to talk about such issues without fear for blame. Additional measures for such companies include the creation and maintenance of security policies and IT routines and follow-ups, such as regular internal audits (Piper, 2018). The latter should cover both software and hardware. The set up for generic encryption for the admin should be done regularly, and so should the control patch management. Training for the staff in organizations gives the former acquaintance with proper protocols in the case of security violations. The above protocols provide benefits for the organization that will make any of them less vulnerable to attacks.
Statutory Regulations
The sophistication and nature of cybercrime have resulted in various reactions by different bodies, all of whom have the duties to protect their jurisdictions from such threats. The State of Michigan is one such state, which has made several attempts to combat ransomware. Rick Snyder is the Governor of the state and just signed into law two protocols that illegalize the possession of ransomware software. The move makes the possession of such software a felony, for which the state can execute a prison punishment of three years. In his statement, the governor pronounced, "Cybercrime and tough measures to combat it is a rapidly evolving effort, and it’s integral our law enforcement agencies have the tools to identify, prevent and penalize it” (Johnson, 2018). Taking account of statistics from the FBI from the year 2017, the State of Michigan has more than 1,300 reported cases and incurred losses and damage worth $2.6 million from ransomware attacks. The state legislature responded by making the threat an issue of primary concern. 
Prior to the passing of the law, people had the liberty to use the ransomware software, but possession was prohibited. However, the passing of the bill on April 3, 2018, brought about a new era where no computer had the liberty of having ransomware software (Johnson, 2018). The law holds and is independent of the lack of malice intent for using it by the user. The law, however, did not come to pass without objection. Some security managers voiced their concerns about such a regulation. The managers use the logic of prevention to present their concerns. Without the use of such software, they are vulnerable and incapable f detecting any new techniques ransomware perpetrators come up with. Michigan joins several states with a recent history of enacting regulations to combat cybercrime threats. I believe that three years of imprisonment is not adequate for the crime. Even though every crime has its exigent circumstances, criminalizing such risks should incur a stiffer penalty. An additional recommendation would be ensuring that such criminalize have no access to technological devices for the detailed time.
National Stance
The United States is witness to an exponential growth in cyber crimes, and ransomware attacks. The FBI highlights that the government, schools, hospitals, businesses, and individuals as the target groups of the latter. The accountability of perpetrators for such attacks is through various federal laws. The laws of the nation encompass the issue of cybercrime across the country, but the United States of America has no specific law that directly addresses ransomware attacks. One appropriate manner of prosecution is through the Electronic Communications Privacy Act (ECPA). The act criminalizes corruption and interception of communications that are either stored or sent electronically (Doyle, 2011). Using the senate act in a ransomware case is probable provided that the attack intercepted or accessed private user information whose storage was either in the email or any other electronic medium.  
The prosecution could also make use of the Computer Fraud and Abuse Act (CFAA), which represents most ransomware cases in the country. The statute applied for any criminal activity that involved transmission of commands, codes, or programs to either a computer network or a computer system with the intent to bring about damage (Hernacki, 2011). However, the statute requires the prosecution to ascertain the intention of the attacker. Therefore, there is no culpability for unintentional or unaware attacks spread via ransomware. The act covers computers for national defense, those for financial institutions, and units belonging to individuals.
The department of Homeland Security (DHS) is the statutory body that deals with ransomware attacks. In a bid to show support for institutions victimized by ransomware attacks, the United States Senate passed a new law in 2019. The DHS Cyber Hunt and Incident Response Act make it a requirement for the federal agency to ensure the provision of technical support to organizations and businesses. The technical support includes but is not limited to the provision of advice on proper means of keeping data safe, restoration of infrastructure, and incident response assistance for victims. The act also ensures the availability of new capabilities to both private and public organizations on request (Muncaster, 2019). The principal point of focus, when addressing the act, was the New York school district. The year 2019 recorded disrupted operations through attacks for 49 US school districts.
The act also gives the DHS the authority to mitigate against cybercrimes proactively. Such power revolves around the identification of potential threats, development of mitigation tactics, and provision of advice and guidance to infrastructure owners. The Bill went on to the House of Representatives to reconcile with an existing bill from the same house, termed the DHS Cyber Incident Response Team Act of 2018 (O'Donnell, 2019). The current structure of the DHS utilizes Cybersecurity and Infrastructure Security Agency (CISA) to address organizations and help them in their protection from ransomware threats (Homeland Security, 2019). 
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