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Introduction/Statement of the Problem
	The FollowMyhealth application provides a platform where individuals can access their health information online without having to visit hospitals physically. The app is effective when it comes to maintaining confidentiality and privacy of the health information of individuals who use the application. There are conditions that the app provides and instances where PHR data of an individual can be shared. The app does not share personal information with researchers, employers and the PHR data is stored in the United States only. However, there are instances when the app releases personal information to a third party but these requires limiting agreements with the individual, and when can track his/her information then this implies confidentiality.  Individuals using the app are assured of privacy in some ways including; safeguarding one's health information, that is when one download the app, it is upon the individual to authorize the hospital or medical practitioner to provide his/her health information. This upholds the privacy of health information as the information is shared on the basis of one’s consent, works on the principle of individual authority to his/her health information.
Summary
	Privacy in relation to personal health information is the concern of many individuals before accessing online health services. Individuals in many instances avoid online platforms that make it easy to provide health services because of security breach concerns that might render their personal information insecure. The objective of this paper is therefore to provide detailed information about FollowMyHealth app and the services offered. This will enhance the development of understanding in relation to the level of privacy that the app assures to individuals using it.
Review of the Literature
	One of the postmodern trends in allowing patients to have access to their health records is through giving them the total authority of their data of their health information (Wynia  Dunn, 2010 & Meier, Fitzgerald, Smith, 2013). Therefore, personal health records (PHRs) evolved from EHR and entails health records that are managed by the patient (Tang, Ash, Bates, Overhage, Sands, 2006). There is still slow adoption of PHR, which is affected by factors such as cost, privacy, security and the efficiency benefits that the customer gets from using.
FollowMyhealth app
	One of the technological advances that allow patients to maintain consistent information in relation to their medical condition, drugs, and health history of individuals. However, access managed by the patients raises concerns since it requires a between system customization privacy and security controls (Liu, Huang, Liu, (2015). Therefore, without concrete security measures there taken in advance then there is no privacy guaranteed upon using the app. FollowMyHealth app falls among the Internet of Things, which makes it possible for individuals to take control of their health information. (Gubbi, Buyya, Marusic, Palaniswami, 2013 & Li, Xu, Zhao, ( 2014).)To enhance the security of the data existing PHRs like FollowMyHealth have taken measures that limit intelligence to enhance the privacy of individuals (Luo, Tang, Thomas, (2012). 
	FollowMyhealth app has made the access to health information very easy and convenient. Many features that the app provides enhance the convenience of accessing the health information. One can message his doctor when there is a health problem. This, therefore, functions as an email and cannot be used for emergency purposes. Using the app one can also view next appointments with the doctor, have a look at the lab results and pay medical bills online. This feature enhances convenience and makes the app appropriate in relation to the convenience and access of services. 
	One of the major landmark features of FollowMyHealth that has contributed a lot to its general success is ensuring the privacy of clients who use the app.  There are a number of ways in which the privacy is achieved, this includes allowing the individual patient authority in relation to uploading information into and the sharing information out of the PHR, for instance the app only allows connection from PHR to one’s electronic health information at the providers office only upon the authorization of the individual. Personal Identifiable Information is usually encrypted at three levels, the unique encryption key for every individual, encryption of demographic information and separately encrypting clinical data (Luo G, Tang & Thomas 2012). In addition, there are other measures that have been employed by the app that enhances, for instance, there are policies that have been put in place aimed at maintaining privacy, for instance, the application allows the use of health information about its clients when reporting, but this is done only using aggregate data. Aggregate data does not use the original name of the individual, and one cannot identify details of the particular individual. The FTC and Health Breach Notification Rule guide the policies provided by the app. According to the FTC, companies should adhere to their written privacy policies and agreements. 
	Any technological advances come with its drawbacks, the app provides for service providers to get access to the information of the patients but on the other hand, it does not provide measures on how to contain service providers who might share the information. The client only provides authority for the information to be accessed, but he/she is not capable of tracking the information in terms of how it is handled by the service provider.
There is no technology which is absolute in relation to security and therefore the need to come up with measures to handle security wherever they occur. The app only provides notification in case there are security breaches, but this does not help contain the situation in relation to enhancing privacy.
Practical Assessment of Privacy and Security
Privacy and security checklist will involve measures undertaken by the Company to promote effective security and avoid beaches at all cost. The following is the security checklist:
· Are there sanctions against service providers who might share personal information?
· Are there measure undertaken to limit individual’s access to personal information?
· The ability to notify users of security breaches, in terms of effectiveness and efficiency
· Technological Had technological measures undertaken to enhance privacy?
The app provides for users to allow service providers to have access to one’s account. However, upon allowing the service provider to have access to the PHR information, then the service provider will have absolute access to the account. This implies that the Authorized service provider will have absolute access to one’s FollowMyHealth health record and be able to communicate with the other service providers as well and engage in various transactions with other providers with a similar extent that one is using the app. There should be limitations to the service providers in relation to accessing the account of an individual. Although it is upon the consent of the client to authorize the service provider, the app should be capable of providing extra security measures geared towards protecting the privacy of individuals. The service providers by totally accessing the information of the user, the privacy here are questionable. It is important to set limits through which the service providers access the information of the client in order to enhance the confidentiality of personal information. It is vital if the app drops the feature whereby the service providers access the information of the individual and maintain the “Read-Only” feature.
As much as it is important also to allow the service providers to have an access one's information, is a gateway to infringing the privacy of the individual. The app provides the option of revoking/ deactivating a provider because there are instances where one might leak the health information of an individual. Revoking the service providers is not in any way a solution in a situation whereby client might feel does not need the services of the provider again. This is so because once the revoking takes place, it is impossible to recover the information that one had shared with the service provider. This implies that FollowMyHealth app will not be in a position to retrieve the information that the service provider had received.  	The privacy of any individual who have revoked the service provider and the provider still has his health information demonstrates an infringing one’s security. This is based on the premises that once one deactivates a service provider, it means that he/she is not in need of the service provider anymore and making the service provider unauthorized individual. 
As much as providing notifications about security breaches to users as required law gears a measure towards enhancing the security of individual information, it is not effective in the way the app provides information. The notification about security breach is sent through an email, which proves to be unsatisfactory. In many cases, individuals are not in a position to go through their emails often and therefore they might be offline when information concerning security breaches is sent. Although the measure is within the confines of the law, it is important for the app to come up with additional measures that which ensures that users can have instant access to the information once the security breach occurs.
	According to the privacy, policies of the app there are no measures that would be undertaken when service providers share personal information of users. The app operates on the principle that users should make wise decisions when deciding on the third party users that should provide technical services. Individuals are predisposed to the risk of their privacy being infringed.
	According to the information provided in the privacy policy, FollowMyHealth app has employed effective measures that enhances and promotes privacy and security of PRH of individuals. The app ensures encryption of demographic information, clinical data, and personal information.  
Analysis and Findings
Security Practices of FollowMyHealth app
	Security and Privacy Concerns
	Action

	Sharing PHR with other Countries
	Yes

	Third Parties access of one’s information
	Yes

	Types of protections
	Demographic, clinical and personal information

	Information storage
	Computer Systems

	Action for Data breach
	Notification

	Data Storage
	Database systems



	The app meets the security regulations of HIPAA since although third parties have access to the information of an individual, it is within the consent of the individual. Therefore, individuals who own accounts with the app re able to maintain administrative roles in safeguarding their data. They can also deactivate third parties or the service providers whenever they want.
	HIPAA security regulation provides for the identification and protection of the private electronic health information of individuals by identifying and protecting against any security threat. The app adheres to this regulation by undertaking measures that enable it to notify the users of any security breach (Tang, Ash JS, Bates DW, Overhage & Sands 2006). This is through sending email notifications to users upon any security breaches. Users can set their accounts by using their email addresses, and they are encouraged to use a different mail so that individuals can enhance the security of their health information. By undertaking the option of providing notifications to individuals upon any potential risk, before releasing the app, stakeholders had to undertake a security risk analysis and upon realizing that their systems were subjects to breaches they had to come up with effective options of containing the aftermaths of the risk.
Recommendations
	There are some security and privacy measures that the app undertakes that are exemplary, for instance not giving health information to research individuals, marketing, and advertising, storing the data in the specific country where individuals belong and giving individuals absolute authority and control over their health information (Meier, Fitzgerald & Smith 2013). However, as much as this is seen as effective measure there are other instances where the app appears to be unsatisfactory on the basis of the same matters, security, and privacy. The following are the recommendations to enhance a more effective app when it comes to privacy:
	Notifications about potential security breaches should not be through email, but rather measures should be designed to ensure more effective means that ensures the user can receive the notification early enough. This is designed by taking measures such as using phone numbers where text messages or even calls can be made,
	The option of third parties having full access to the information of the clients should be erased and remain with the option of reading access only. Third parties should have partial access to the client’s information and thus should only access what is necessary and if only the access to the information is required for technical assistance or other requirements.
	Efforts should be made to enhance the retrieval of information from service providers upon their deactivation from accessing the accounts of the clients. 
Sanctions should be put in place for the third parties in case they violate the right to privacy of individuals. This is so because upon being deactivated from accessing the account of the specific individual then it is important to ensure that there are guidelines to contain the information from being accessed with other individuals since they retain information.
Conclusion
	FollowMyHealth app provides an effective and convenient means for individuals to access and control their personal health information. There are some privacy and security measures that have been undertaken to ensure the privacy of individuals including; giving individuals total authority over their accounts, security concerns notifications and encryption of all private data (Wynia M, Dunn 2010). From the essay, it is also evident that the app adheres to some of the regulations of HIPAA as there are notifications given to users, risk analysis and giving authority to users of the app. However, there are further measures that need to be undertaken to enhance the effectiveness of the app, for instance, retrieving information of users from service providers upon their deactivation.  
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