Responses:
Respond to at least one other student providing additional insight into the products compared. 
PCI and your Credit Card Online Accounts
Hey Class,

There is a particular clothing store mobile app that I use on my cell phone which allows me to shop through a massive catalog of clothes, shoes and accessory items. For convenience, as expressed by the mobile app, the clothing store recommends the option to create an account and set up a profile for ease of check out. The information requirements for a profile is first and last name, address, birthday, email and credit card information. Once the required information is added to the account, the benefit of a login in order to purchase items is seen in a shorter checkout experience. This site even offers an incentive for first-time accounts by providing a promo code sent to the provided email. Although there are substantial conveniences to setting up an account this way, there are also concerns I have as a customer utilizing these conveniences. For one, upon looking at my profile, I can clearly see exposed data, such as my name, email and birthday stored without encryption. This can prove to be an issue in the case that someone steals my phone and is able to get a hold of PII within the app. According to this week’s course documentation, it is a PCI best practice not to store unencrypted sensitive information on the client side.

The second issue I have with the account aspect of the app is that my credit card information, which is stored on the account, is only partially encrypted. The app shows the last 4 digits for the intended purpose of my own recognition. In the case that someone found out those 4 digits and tried to use brute force, there is a potential for a security breach. PCI best practices recommend not allowing exceptions to expose sensitive information such as this.

 The third issue I thought of after contemplating the vulnerability of my account is the potential for the company to sell my search data. Although there is an agreement I signed which guaranteed that my sensitive information would never be sold, there is an option that this mobile app gives to basically Not have data sold to third party ad companies. The fact that this is even an option is unsettling.  It reminded me of the best practice of not logging sensitive information outside a trust boundary. 

The best way in which I can think to mitigate these issues would be to log out of these kinds of accounts after using them. Keeping them logged in on your phone creates the potential for vulnerability. In the same vein, not creating an account at all is another option to optimize security.

Thank you for your time!






Respond to at least one other students post with additional information or tips that would enhance privacy and security for their situation.
Microsoft Azure - AWS comparisons
Hello Class,

Personally, I have not worked with cloud products or services for development purposes outside of this course, and both Amazon and Microsoft scratched the surface on what is available. Both companies offer services that are similar to one another, but of course they have slightly differing components and structure. I will be unable to speak to the ease of use in Azure as I do not have any hands-on experience within regards to their services/products. If anyone is able to add more to my discussion from an Azure perspective it would be greatly appreciated. However, all material listed has been researched further via Microsoft’s documentation.

First, I want to bring light to two services/products from AWS that we have been exposed to already, DyanmoDB and API Gateway. DynamoDB as we know is a fantastic data storing utility with an easy-to-use interface. Navigating, creating tables, attributes, primary keys, and any other database requirement can be done effortlessly using DynamoDB. Using a database service is great and even better when it can integrate with other products and services such as Cloud9 IDE for development purposes as we demonstrated in the second homework assignment using CLI. In addition, an API Gateway can be configured to then make respective calls to other AWS services and products as well such as lambda functions, and even to databases such as DynamoDB to retrieve or manipulate data.

Now, we can look at similar products and services from Microsoft Azure. After doing additional research I noticed Microsoft had similar products and services available, which was expected. Naturally being most familiar with data I wanted to check out the available storage services. There are several that stood out, but I want to cover the Azure SQL database in comparison to DynamoDB. It appears similar as it is a relational database service that is scalable to the developers needs. The database is fully managed by Microsoft, and boasts layers of protection with intelligent threat detection. One feature included was Hyperscale where the database can rapidly scale storage up to 100 TB (Microsoft Azure – SQL database, n.d.). Similar to AWS, Microsoft Azure offers a command line interface that integrates with other products and services as well. For example, the command line interface can create Postgres SQL databases, process backup and restore operations, and even integrate with the Azure application gateway which is similar to AWS API Gateway (Microsoft Azure - CLI, n.d.).

With so many options available from AWS and Azure what service would you prefer to work with any why?
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Thanks,

Spencer Rickert
