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The Pros and Cons of Retina and Iris Identification
Advantages

Retina and iris recognition is among the various biometric technologies that are been utilized all around the globe for the purpose of unique identification of individuals. According to Bhatia (2013), the technology incorporates pattern recognition, computer vision and optics to accurately recognize a person’s identity after scanning the eye.  The technology is being adopted widely in authentication programs such as passport verifications and access security for its benefits of convenience and difficulty in its replication.  However, the technology has its flipside which will also be discussed in this paper.
As highlighted by Sarode and Patil (2014), retina and iris identification stands out among all other biometric modalities such as facial and fingerprint recognition for being the most reliable and secure solution. It's eminently hard to forge the readings of an iris scanner since the iris has 266 unique characteristics compared to most biometrics that has 13 to 60 spots. Additionally, both the false acceptance and false rejection rates are significantly lower in the retina and iris identification compared to other biometric technologies thus guaranteeing a higher level of precision in its results (Bhatia, 2013).
Stability is another benefit associated with this technology as the iris and retina patterns remain stable all through a person's life and crosswise over different situations such as climate, weather and occupational diversities. Moreover, the retina and the iris are protected by the body mechanism and can, therefore, serve as lifelong passwords that do not require memory to remember (Saini & Rana, 2014). Also, it being a plug and play technology makes it easy and fast to implement where the verification process is completed within five seconds.
Iris and retina patterns are externally visible when imaged from a distance. Iris scanning can be achieved from a normal distance while retina scanning requires closer interactions. High scalability is also noted in the deployment of this biometric modularity. Its application has been seen in a wide array of large-scale programs like in the military and other government authentication systems as well as in small-scale programs (Saini & Rana, 2014). Another benefit is that the encoding and decision making of iris pattern is highly traceable in terms of image analysis, search speed and encoding time. According to Bhatia (2013), the image analysis and subsequent encoding process take approximately 30 milliseconds.
Disadvantages
As in all other biometric technologies, the retina and iris identification modularity has its drawbacks too. First, the retina and iris scanners are very expensive. Sarode and Patil (2014), have highlighted that the cost of this devices is five times higher compared to the price of fingerprint scanners. As a result, the technology is deployed by institutions that can afford the costs that come with it. Also, there is a huge amount of data being processed, stored and accessed requiring a lot of memory to successfully operate the scanners. 
That notwithstanding, the transformation of the iris and retina is another issue as the organs may deform due to medical conditions such as the glaucoma infections. Reflections also make it difficult to have the scanning process completed successfully. This could happen as a result of lenses, eyelashes or other reflective objects. Sometimes its quite difficult to hold still until the scanning process completes requiring more than a single attempt to get verified. All in all as Bhatia (2013) advocates, with all the positivity of such biometric technologies, learning about their flipside is critical to identifying the associated threats and concerns.
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