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Introduction
Digitization has transformed our world.  It has turned the world into a global village. This is in terms of how we live, work, play and even learn. Additionally, the same technology has posed a threat to national security. People with bad intentions towards others use the same technological networks to commit crimes or carry on their evil intents. Also, on a more good use, organizations use these technological networks to deliver services to their clients and customers.  At times, to make this a success, personal information is required. With that said, the issue of network security comes into play. In this regard, the government may require using network security as a strategy to ensure that individuals do not take the advantage the technology to carry on evil deeds such as crime, terrorism, hacking among others.  Matters regarding network security are received with mixed reactions, some feel as if their personal privacy is being invaded, while others are fine with it. Network security is meant for good intents and does not invade personal privacy (Perlman, Kaufman & Speciner, 2016). 
[bookmark: _GoBack]This paper addresses the various elements that separate network security from invading personal privacy. It recognizes areas where network security may seem to be extreme and to somehow invade personal privacy. It should be understood that as much as network security may seem to threaten personal privacy, it plays a significant role in ensuring security both in life on the ground and on the internet. It is because of network security that some businesses are still running, that some individuals with evil intents have not been able to execute their plans and that some are deterred from carrying on their plans. Therefore, it is imperative that the general public in various fields appreciate the presence of network security regardless of the perception that some people may have about it because it protects proprietary information from attack and ultimately protects one’s reputation.

Some of the elements that separate network security from invading personal privacy are;
Access controls 
Network security ensures that not every user gets access to one’s network. It keeps out potential hackers. The manner in which access control element separates network security from invading personal privacy is that; before access, one has to first recognize the individual wanting to access the network and their intents. After a person has recognized the individual in need of access one’s network one can then enforce the security policies. In the event one does not want anyone to access the network or the personal information, then he/she can decide to block noncompliant endpoint devices or only allow limited access. In other words, this element proves that network security gives an individual time and the opportunity to recognize who wants to access their information and choose whether to let them access fully, allow them limited access or deny them access completely. If it was basically invading personal privacy, then network security would not give these chances and opportunities to choose. It would just be considered hacking and getting access to one’s personal information without their consent (Perlman, Kaufman & Speciner, 2016). 
It is imperative to note that provide access controls promotes security even further. One cannot just access another person’s network without their consent that would be considered hacking. The access control element separates network security from invading personal privacy by the fact that it gives the opportunity for an individual to decide whether to allow or deny someone access into the network.

Use on purpose (purpose such as by court order)
Sometimes the government may need information about an ongoing case to aid in an investigation. Therefore, it may need to force them to employ wiretapping or gain access to a given network in search for that the required information regarding an individual or a group. This is in cases or required evidence or piece of information to aid in a case. This element separates network security from invading personal privacy in that; the shifts of privacy are not intentional and are only carried out by court order and only when the internet service provider fails to provide diagnostic and monitoring capabilities to perform the surveillance required. Additionally, the selection criteria and the programming are only known by the government and not every other person (Perlman, Kaufman & Speciner, 2016). 
In this regard, it should be understood that desperate situations call for desperate actions. When the government seeks information regarding a given case to aid in an investigation, and the individual or individuals required to provide that kind of information fail to provide what is required, then it forces the government to acquire the required information by all mean. This may not be necessarily considered an invasion of personal privacy because it is for a good course.  In other words, the government may otherwise not need an individual’s information from a network if it was not for a reason. In addition, this is done without the knowledge of the individual the person in question unless they are diseased. So it is less of invading their privacy (Perlman, Kaufman & Speciner, 2016). 
The kind of data that should be collected from a network
For instance, when governmental bodies are in need of certain data or information from an individual’s network, it is made clear about the kind of data or information they want to collect. It is the individual to decide whether or not he/she is comfortable allowing access to their network for that kind of information to be collected.   In addition, if it is about organization such as online retailers how might require certain information from one’s network to be able to make successful transactions, the organization makes it clear the kind of information they require, therefore it is up to the network owner to decide whether to allow full access to his/her network, low limited access or deny access (White, Fisch & Pooch, 2017).
Even if the information or data required is supposed to benefit the user in terms of security, the network owner has the capacity to decide whether agree to let certain information be collected from their network or not. This element separates network security from invading personal privacy by letting the user know what information or data needs to be collected and giving them the right to choose whether to allow full access, limited access or deny access completely. This basically promotes privacy and gives the users a sense of safety in their networks at any given time (White, Fisch & Pooch, 2017).


The permissible uses 
What are the permissible uses of any data or information acquired from a network? Privacy focuses on that. The manner in which this element separates network security from invading personal privacy is that the user is in full knowledge about where the information or data acquired from theory network is going to be used for. The user is notified of what the information need is for and what it is going to be used for. In short, the user is notified by the bodies requiring the information, what the information is going to be used for. For instance, the government may require an individual’s email address, residence address or the name of a spouse to enhance processing of a given document or anything. The relevant bodies will give specific details of why they need the information or data. Even though it is about personal information it is with the permission of the owner. The owner has the right to give the information and permit them to use it in specified ways or refuse to provide the information if he/she does not feel safe. It is therefore with the full consent of the user that the information is provided and most importantly with the knowledge of how it is going to be used by those who take it. Network security in this regard is separated from the perception that it is invading personal privacy (White, Fisch & Pooch, 2017).
With whom might the information be shared 
In the event information is collected or acquired from an individual’s network, knowing whom the information might be shared with is important. Network security provides this and this element separates it from invading personal privacy. The individual that the information has been taken from has the right to know whom the information might be shared with. This excludes it from being an invasion of personal privacy. The fact an individual is given a chance or rather an opportunity to know whom the information might be shared with and consent is reason enough to separate network security from invading personal privacy. Personal privacy is protected because before giving access to the information, the user is notified of the possible people or bodies that their information might be shared with (Acemoglu, Malekian, & Ozdaglar, 2016).
How long the data should be retained 
Individuals seeking to invade personal privacy or get access to an individual’s information from their network would not have the curtsey to even care to know or inform the owner about how long they wish to retain the data or information.  When it comes to the matters of network security, the user gets to know for how long the information acquired from  their network will be retained then he can decide whether he is comfortable with the information being retained for that period of time or not. It is not in any way invasion of personal privacy if the owner of the data or information has consented. This is how this element separates network security from invading personal privacy (Acemoglu, Malekian, & Ozdaglar, 2016).
Appropriate the appropriate granular access control model
The user has the right to choose the appropriate granular access control model in their networks. This way, they are able to determine the level of accessibility they would want to give anyone wishing to have access to their data. It could be full access, limited access or even deny them access completely. Having the choices to limit the access to one’s information gives the user the chance to control access and it separates network security from the perception that it invades personal privacy. It is important to note that the user has the capacity to choose to what level they want their information or data to be accessed (Acemoglu, Malekian, & Ozdaglar, 2016).
Personal privacy may seem to be invaded by a series of actions that take place in the name of network security however, it is imperative to look at the big picture. Within the same platform that allows some bit of personal information accessed by various bodies, there are terms and condition that apply and a sense of security is brought in. additionally, sometimes it is for the benefit of the user or the information owner for that matter. For instance, when a customer banks with any given bank that has branches all over the country, it happens that all the tellers of the bank are granted security access to access the customer’s account details. It should be understood that this makes it flexible for the customer because the customer has the ability to visit a branch in his hometown, a branch in a different town or even state and still get the banking services. This is where the benefit of being granted the security access to access the customer’s account details becomes a benefit to the customer (Acemoglu, Malekian, & Ozdaglar, 2016).
On the other hand, while the tellers are granted security access to access the customer’s account details, privacy is another layer, access is only allowed when a business need exists. A business need in the scenario of a bank is when a customer walks into a branch in another city to access their accounts. Privacy disallows the same teller to view their neighbor’s account balance or account balance of a particular famous person just because they are interested despite their privileges granting them access. This should explain that sometimes when specific people or particular bodies are provisioned or rather granted access to an individual’s information, it is at times for the benefit of the individual in question, such as enhancing flexibility like in the case of banking. Additionally, the sense of security and privacy put in disallows those privileged individuals or bodies to access the information without the consent of the owner or when there is no business need existing. This basically nullifies the personal privacy invasion perception (Acemoglu, Malekian, & Ozdaglar, 2016).
Another good example of the same is about network providers or telecommunication companies. Often customers call their customer care for different reasons regarding the services of the telecommunication companies. It could be about airtime top-up, money transfer issues or even about soft loans. For instance, if a customer calls for money transfer issues, the company’s customer service agent may require the customer to give some personal information such as ID number, their phone number,  their balance on the phone,  the names of the people they transferred money to among other personal information. It is important to first now that this is all for the benefit of the customer. This is to verify whether the information that is being provided corresponds with the one they have in their systems so that the necessary assistance can be provided. In addition, it is important to note that access to the personal information of the customer by the telecommunication company is with the consent of the customer and most importantly because a business need exists. The privacy policy, on the other hand, disallows the telecommunication company to access the customer's personal information without any business need or just because they are interested. This should explain that it is not just a mere invasion of personal privacy, it is done for a reason, a reason that concerns the customer and most importantly with the consent of the customer (Reybok, Haugsnes, Kurt, Rhines, Geddes, Osypov, & Manning, 2018). 
The provisions that are given to either organizations or governmental bodies to related bodies to gain access to personal private information comes with limitation in that; on one hand, it allows access up to a given limit and for a purpose. They cannot just access personal information because they are interested, it has to be for a specific need and with the consent of the owner when a business need exists. This way it may not be considered an invasion of personal privacy because the owner has consented to give out that kind of information (Reybok, Haugsnes, Kurt, Rhines, Geddes, Osypov, & Manning, 2018). 
In network security, when certain personal information is required, the individual whose information is required gets to know what kind of information is required, therefore, it is up to the individual or the organization to decide to what limit they will give the information. Then they will give out information that they feel comfortable sharing one that may not ruin their reputation as an individual or an organization (Reybok, Haugsnes, Kurt, Rhines, Geddes, Osypov, & Manning, 2018). 
However, since technology changes rapidly what may be valid today might be outdated tomorrow. What is useful today as a data security might be rendered useless tomorrow, therefore, it is imperative that all organization or individuals using connected devices to run their businesses or store personal information consider employing measures such as; 
Encrypt network traffic inside the system
Network traffic encryption protects data from being intercepted by an attacker. That might be snooping on the network traffic. In most cases, this form of network security measure in the form of SSL/TLS connections. In most cases the server to server communications are rarely encrypted. This creates a loophole for an attacker because if they happen to get access to the network they could easily intercept privacy protected data. Additionally, the increasing full copies of networks that are created by organizations when they are recording their own network traffic pose a major threat to privacy because it could lead to leakage of private information. Therefore it is imperative that the network links that move privacy protected data to use encryption (Humayed, Lin, Li & Luo, 2017).
Two-factor authentication 
With this security measure, two pieces of information need to be presented by user in advance before system access is granted. It should be applied by all organizations and individuals that care about their personal information and wouldn’t want it to get in the wrong hands of individuals like hackers who would not only compromise their password, but also the physical devices that are in their control (Humayed, Lin, Li & Luo,2017).
Encryption at rest
This prevents data from being stored in plain text. This technique ensures that as data is written to a disc, it is encrypted by use of secrete keys that is only known to the system administrators. The technique protects the data from being compromised in a system by a hacker and from being physically stole to have the data extracted later somewhere else (Humayed, Lin, Li & Luo,2017).
It is important to keep one’s personal information secure both online and offline. It helps reduce the risk of identity theft. This can be achieved by keeping patches and updates current. The users should ensure that their computers are using current versions of software such as Adobe Acrobat and reader, Adobe Flash,   among other software to enhance security. It is also important to ensure that each device is updated regularly. This is inclusive of mobile devices and network hardware.  Users should also make sure that Window and Apple computers are able to update automatically at all times to enhance security (Humayed, Lin, Li & Luo,2017).
Strong passwords should also be used. Setting a strong password involves setting a password that is difficult to be detected by human beings. This reduces the risk of password cracking and invasion of personal information.  Securing VPN also keeps intruders at bay. Without data encryption, a network connection that is open is vulnerability and hackers can take advantage of it to exploit onto one’s network. Therefore, ensuring that one’s Virtual private network is secured is an important measure to ensure that personal information is not intruded without one’s consent. Use access privileges should also be managed. It is important to understand that inappropriate use of access privileges pose a significant threat. Therefore, it is important not to overlook the management of an employee’s access to sensitive information on a regular basis. This would prevent them from accessing sensitive and private data outside their jurisdiction (Farrand, Gillon, Snow, Krein & Bryan, 2017). 
In conclusion, network security is put in place or rather is employed for good intents.  It is for the safety and the benefit of people in general. It is not necessarily a matter of invasion of personal privacy but more of a collaboration between individuals and organization to provide or dispense required services or assistance. Several elements separate network security from invading personal privacy. Being in full knowledge of the kind of data should be collected from a network by an individual or an organization explains that; before the information is given out or rather before an individual or an organization allows anyone to access their personal information t is agreed upon what kind on information will be collected (Delatorre, Tuscano, Dennis, & Rados, 2015). 
Additionally, it is agreed upon what the information is going to be used for, whom it might be shared with and the period the information is going to be retained. This gives an individual or the organization the opportunity to decide whether to allow access to their information, whether to limit access or to fully decline to give access. These elements basically separate network security from invading personal privacy. If it was an invasion of personal privacy, then the process of network security would not give users the chance or the opportunities to choose whether to allow or deny access to their information.  It would just do it regardless of whether they consent or not. However, it is important that organizations and individuals take extra measures to guard their personal information as technology is rapidly changing and the techniques of security that might be valid today may be invalidated by new inventions and innovations (Prakash, & Poornachandran, 2018). 
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