MODULE 6
Broken SHA-1
The one lesson to learn about collision attach is that it is a dangerous vice. If not prevented, the attack can create havoc on communication that involves electronic documents, e.g., emails. On the brighter side, a company like a google did a practical on the collision attack. The practice has helped them in inventing ways to protect its users from attacks. The approach also helps create awareness that collision attack is real and not theoretical, as thought before.
People should take collision attacks seriously and protect against them. In hash function is one of three types of cryptography. It uses file integrity verification, digital signature, and protecting digital assets like credit card transactions, electronic documents, and software updates. The collision attacks can be used to create two different documents but with the same hashes. For example, a digital purchase receipt is sent to an electronic shop to purchase a low-value product. The receipt can be collided to raise the price of the product. The reason for having cryptography hash function industries is to curb these vices. Moreover, encouraging the use of SHA- 256 to curb the attacks in SHA-1.
A collision attack harms the system vulnerable to it. For example, when a deduplication system gets attacked, the system will not store incoming files stored correctly, and the file is unusable and inaccessible at times. GIT is used for identification and integrity checking of files, objects, and commit, which heavily relies on SHA-1. When GIT suffers a collision attack, creating two GIT repositories with the same head commit hash and different contents becomes easy. The attacker can select what to serve the users, either the repository or a collision computed. The collision attack affects systems or applications that rely on SHA-1 for file integrity and digital signature. Some systems prone to collision attacks are digital certificate signatures, email PGP/GPG signatures, backup systems, deduplication systems, and GIT.
In 2020 SHA-1 attack was conducted as research. The research was done by colliding two PDF files to obtain an SHA-1 digital signature of the first PDF file. The researchers realized that the obtained digital signature could be used as a genuine signature to the second PDF file. Therefore, we have two PDF files with the same digital signature but one copy of the original.


Cipher Tools
Many online cipher tools have different cryptographic algorithms. In this study, we will briefly look at three cipher tools, namely: roT13, one-time pad, and Vigenere.
1. Rot13
A cipher tool that hides text, and only people who know it can decode it. It uses a method of swapping letters that is letter D becomes E. It is also known as the shift cipher. It is commonly used to disguise non-sensitive information such as puzzles solutions and is unsuitable for work messages. This cipher method is unique on its own it uses 13 letters since from the 26 alphabet letters, the encryption method shifts them. Hence its name, which means rotation 13. This method does not encode numbers or even punctuation. That is the downside of this method.
2. One –Time Pad
An encryption technique is an uncrackable cipher that depends on an unexpected source for an encryption key. The one–time pad encryption has a decoding code generated at the source for decrypting a site or an application. The code for decoding has a short life span that is it expires and becomes useless if not used. That is why the one-time pad encryption technique is very hard to crack.  The randomness and the short expiry periods are the factors that make this technique uncrackable. The KGB has used this technique to distribute, secure, and discard keys; it is used for diplomatic communique and concerts. It was the most used encrypting technique in modern technology.
3. Vigenere
It is another shift cipher encrypting method that uses alphabetic text and uses polyalphabetic substitution.  The substitution is done in many ways using a vigenere square or table. The table comprises 26 letters of the alphabet written in different rows, and each letter moved to the left compared to the previous letter. At different points in the encryption process, the cipher uses a different alphabet from the rows. The letters used at every point depend on a repeating keyword.
The process of decoding this encryption is tiresome as creating one.

Lightweight Cryptography
The main objective of lightweight cryptography is to have a cryptographic algorithm standard that works within small electronic devices in safeguarding communication transmissions. The development of the IoT, cameras, monitors, network sensors, and devices that work as a unit to create a smart infrastructure. Since the development of IoT has opened up doors for more innovation and smart devices that improve communication, there is also a need to develop a cryptographic algorithm that protects and secures the sensitive communication transmission happening in these devices.

Since most simple devices depending on the system cryptography, an example of a system cryptograph is when senders and recipients of messages have the same digital key to encrypt and decrypt messages. In a lightweight cryptographic algorithm, authenticated encryption has to be used. So the recipient of a message can authenticate the integrity of the message, both encrypted and unencrypted. Furthermore, this ensures that the messages come from a known source and no alteration on transit.

Just like any other system, lightweight cryptography faces challenges and success, which include: the cryptography is less secured, it is hard to implement the standard cryptography algorithm due to the implementation size, speed, and energy consumption, lightweight cryptography expects to use less memory, less computing resources, and less power supply and provide security solutions that can work over resource-limited devices, lightweight cryptography is to be simpler and faster compared to conventional cryptography.  The lightweight cryptography trade-offs implementation cost, speed, security, performance, and energy consumption on resource-limited devices.




Twofish And Blowfish
Twofish is more secure since it uses more advanced algorithms that encrypt data more securely than the blowfish technique. Using complex mathematics formulas for encrypting data makes twofish more secure than blowfish, an older version of twofish, and uses several encryption rounds for encrypting data.
In the blowfish encryption method, when blowfish was created, it was the fastest and had a better encryption rate. Blowfish uses the symmetric encryption method; it uses variable keys with lengths between 32 and 448 bits. In 64-bit block cipher, it encrypts data in blocks. Blowfish is stronger than stream cipher. Blowfish divides data to encrypt into two and later recombines it after encryption. The encryption process is the same as decrypting process, only that it is the reverse process.  Twofish is an upgrade version of the blowfish that means it has some basic similarities in its engineering, like twofish uses symmetric encryption algorithms that use block cipher. The blocks sizes are 128 bit and key up 256 bit. The working mechanism is a bit different since, in twofish, data is passed through several mathematic formulas like passing data through the F function, separating data into smaller encrypted data. The output is encrypted further till the process is complete. Twofish is uncrackable since it has never been cracked to this day.
Blowfish is open-source that means anyone can use it for a project without fear of legal action due to patent. Symmetric encryption is faster since encrypting and decrypting are the same processes but the inverse of each other. Blowfish consumes less power when encrypting since it uses fewer algorithms. Both encrypting methods have remained uncrackable to this day; twofish can encrypt large amounts of data. Twofish combines the best cryptography systems in one compact algorithm. Twofish is a conservative encrypting method since each function serves specific roles.
The vulnerability of blowfish lies in its probable – base attack, which easily cracks the algorithm due to the small bits of data and the time consumed in the data encrypting process. In twofish, it uses S-boxes for encryption which makes it prone to side-channel attack, and twofish is slow since it uses different keys for encryption.
Twofish was used in encrypting windows drives, encrypting messages before sending them. However, both methods nowadays are used for projects since they are open source. Lack of upgrade to them makes them outdated and less secure to use them. However, between the two, the best option is twofish.
SHA-3
The SHA-3 is very different from SHA-2 and SHA-1. The good news is that the SHA-2 has no issues with vulnerability or has gotten cracked. That means it is still very useful.  According to experts, the two standards can complement each other by giving more options to designers of both hardware and software. In SHA-3, some functions do not require any additional features like circuitry chips. This makes them suitable for securing small devices.
The SHA-3 was designed to meet some principles and standard and design goals which are
HAIFA-design; is based on the Merkle-Damgard (MD) principle of construction blocks cipher for padding the message in a specific way to solve some deficiencies in the original MD construction.
Wide-pipe design; is an iterated larger size of MD construction than the final hash output, with a final transformation and chopping at the end of an indifferentiable random oracle.
Sponge design; is a specific type of hash function from chopping-MD construction design. Three fish of tweakable blocks cipher; is a compression function that takes three inputs: a key, a tweak, and a block of message, instead of the usual block ciphers that take two inputs: the key and the block of message.

SHA-1 and SHA-2 and bit faster than SHA-3 slower in software. However, it beats SHA-1 and SHA-2 in hardware. Since the hardware components are largely handling cryptographic routines,  there will be an  increase in the future. SHA-1 is the fastest in the software when compared to the SHA-2 and SHA-3.

The SHA-3 provides a secure one-way function. The input data from the hash output cannot be reconstructed or even changed without changing the hash, making collision a rare occurrence. SHA-3 offers strong, efficient and cost effective security. Security ICs embedded with hash algorithm SHA-3 will offer more robust protection and more security features in advance.








Module 7

Transport Layer Security (Tls)
The Netscape Corporation developed the transport layer security (TLS) in 1990. The purpose of this development was to secure the channel of communication between a client and the server. In 1999 the first Transport Layer Security (TLS) protocol was released to upgrade to SSL v3.

SSL stands for Secure Sockets Layer and it keeps the internet connection secure by safeguarding any sensitive data  sent between two systems. The systems can be a client and a server. It uses an encryption algorithm that scrambles data in transit, preventing hackers from reading it when sent on a connection. While TSL is a more secure upgrade of SSL.

TSL encryption in systems prevents tampering and eavesdropping from malicious people from interposing between the web browser and client. TSL ensures the data transmitted over a secure connection maintains its integrity with no loss. The MAC authentication in TSL is more secure than SSL since the TSL uses HMAC, which prevents hackers from tampering with TSL records while in transit. TSL controls every session and incases of breach it has an alert system, unlike the SSL.
The challenges TSL faces are high latency than other protocols, old TSL are prone to MiM (Man in the Middle) attacks, and other forms of cyber-attacks.

The latest version of TSL was released in 2018 that is TSL1.3 which boasts high security and performance improvement.






Crypto-Period
The crypto period is the time taken to determine if an encryption key is secure.

	Key type
	Crytoperiod
	AVERAGE

	
	Originator usage
period
	Recipient Usage period
	

	Private Signature Key
	1-3 years
	2 years

	Public Signature Key
	Several years (depends on the key size)
	

	Symmetric Authentication key
	< 2 years
	< OUP + 3 year
	2yrs 6months

	Private Authentication Key
	1-2 years
	1yr 6months

	Public Authentication Key
	1-2 years
	1yr 6months

	Symmetric Data Encryption key
	< 2 years
	< OUP + 3 years
	2yrs 6months

	Symmetric Key Wrapping key
	< 2 years
	< OUP + 3 years
	2yrs 6months

	Symmetric and asymmetric RNG key
	Upon reseeding
	

	Symmetric Master Key About
	1 year
	6 months
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Certificate Authorities (Cas)
I have three certificate authorities namely
1. Comodo code signing certificate
2. Geo-Trust
3. Symantec
There are over 100 unknown certificate authorities.
1. Comodo code signing certificate
This certificate allows a coder to add digital signatures to his/her executable, enable software as a developer, and include information about themselves and the integrity of the code of their software. The user who downloads the software will know where the software comes from and the code writer.
2. Geo trust
Geo trust is a company that provides digital certificates. The company was the first certificate authority to use the domain-validated certificate method which is 70% of all SSL certificates on the internet. Geo-Trust is a company that has thrived in selling and of CAs certificates worldwide and at one point it was the send in the world. After it has changed hands by being sold and being bought.
3. Symantec certificate authority
This is a company that deals in cyber security and also sells products on cyber security. The means this company will sell you certificates that enhance your system security and protect you from any attack.  This company changed its name to NortonLifeLock

