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Policing Cybercrime and Cyberterror
Scholarly Book Review
The book on policing cybercrime and Cyberterror by Thomas J. Holt, Adam M. Bossler, and George W. Burruss provide an insightful as well as a timely discussion into the crucial role that various law enforcement ought to play in labeling issues of cyberterrorism and cybercrime. The book also provides a clear understanding of several issues in cybercrime. To begin with, the chapters encompassed in this book touch on various topics such as the attitudes of law enforcement officers towards cybercrime training and response to cybercrime, the current state of cybercrime data and the implications that the findings of cybercrime have for the policy and practice as well as the stressors and satisfaction among the investigators of cybercrime. Over the last three decades, the rapid advancement in computers, cell phones, and the internet has tremendously changed society because, via the internet, people can find entertainment, easily express their opinions, among other things. The global acceptance of technology has allowed for cultural synthesis and massive sharing of information that was not possible before.
In as much as the internet and technological innovation has enabled easy paying of bills and closer connection with family and friends, it has also opened up avenues for deviant and criminal activities. The basic levels of cybercrime involve some youths using social media platforms to harass classmates while on a larger level, fraudsters use spam email to allow them access global victim populations and suggest untrue information (Holt, 2015). Also, pedophiles now engage in the exchange of child pornography and the soliciting of young people via chat rooms and social networking profiles. More advanced levels of cybercrime involve computer hacking, whereby individuals can gain unauthorized access to computer data and files through the internet. Cybercrime is defined as involving a number of offenses that occur in an electronic environment with the aim of economic gain or with the intention of inflicting harm or destroying an institution or another person. The structure of the book allows the authors to organize different ideas in a way that enables the book to be accessible to a variety of audiences.
Currently, little literature exists in relation to the point of view of and the role law enforcement play in addressing issues that impact cybercrime and cyberterrorism. In the first chapter of this book, the authors touch on the need to understand both cybercrime and cyberterrorism, as well as the unique challenges that law enforcement face when trying to deal with such offenses. The significance of this overview is to enable the different audiences and actors to understand what dangers cybercrime and cyberterrorism causes and how they can be mitigated in a way that makes the work of law enforcement officers easy. It is highlighted how advancements in technology are a contributing factor in assisting criminal activities, and as technology continues to advance, so should our understanding of the nature and scope of cybercrime and cyberterrorism because, without proper understanding, it becomes difficult to combat such offenses. 
The internet has allowed extremist groups and terrorists to easily distribute their harmful ideologies as well as weapons-making materials, which has led to the rapid rise in rates of cyberterrorism. Since internet-based systems support a number of infrastructures in our modern world, inflicting mass damage has become very easy, and this offers law enforcement very limited opportunities at combating such offenses due to the high number of challenges they face. The challenges include cyber offenders being able to conceal their geolocation and identities by use of proxies, the prevalence of software that promotes anonymous access to the dark web is another challenge. Moreover, many people do not report incidences of cyber offenses probably from ignorance, while on the other hand, law enforcement agencies require expensive equipment to identify and investigate these cybercrimes. Understanding and finding ways to combat these challenges and offenses would be beneficial not only to the victims of the attack but also to law enforcement as they currently have limited control over this matter. Internet users, internet service providers, and public policing agencies all have a role to play in mitigating the impact of cybercrime and terror attacks over the internet.
The authors also discuss the issues existing in the degree of availability of data related to cybercrime, and it is noted that individuals often do not report incidences of cyber offenses because they assume that the police are unable to help them. It has made it difficult for law enforcement to identify and gauge the true range of the problem because the data obtained from formal sources is very restricted since most victimization cases are not documented, especially in the internet crime complaint center. A survey was carried out by the authors on 1701 law enforcement officers who had completed the (NW3C) computer training, the aim of the survey was to gain a deeper understanding of the perceptions these officers had on cybercrime. The results showed that cyberterrorism and child pornography were ranked as the most serious offenses by the officers when compared to other forms of crime, whether in the street or over the internet. The findings of this survey highlight the fact that law enforcement officers also acknowledge the vitality and severity of Cyberterror and cybercrime.
From the survey data, one gets to learn more about cybercrime based on the demographic as well as agency factors that dictate whether or not individuals receive more cybercrime investigations training. These factors include age, race, and agency size, also some distinct attitudes influence the willingness of officers to receive training, and these attitudes get to influence the success of cases involving cyber offenses. Officers who see value in addressing the various issue in cybercrime will show interest in learning more and improving their skillset so as to place them at an advantage when dealing with cybercrime ad this allows for the gaining of more insight into cybercrime for the benefit of the various actors and victims. Law enforcement officers require proper training to be able to deal with cybercrime and cyberterrorism in an effective way (Holt, 2015). Task forces offer an appropriate potential platform for combating cybercrime by allowing for easy coordination of investigation in the criminal justice system and the sharing of resources in a way that enables understanding and combating cybercrime more plausible. Not all of the law enforcement agencies have the appropriate resources to take part in the joint task forces.
Officer attitudes towards law enforcement response to cybercrimes also affect the way internet offenses are dealt with. The informative discussion provided by the authors points out that the cybercrime programs that involve the coordination between outside organizations and the efforts of law enforcement need to be supported by individual officers so as to be more effective in the fight against cybercrime and especially in mitigating offenses. Various actors such as the internet service providers, as well as internet users and non-public policing agencies are in constant interaction with technology and the internet and so to effectively reduce cybercrime, law enforcement has to work closely with these actors. Officers who possess computing skills are not necessarily the best suited for working with the collaborative cybercrime programs; this is because the ability to use computers well and being skilled is not entirely related to officers believing that it is essential to work with outside interest groups in an attempt to combat cybercrime.
Police work varies in its daily operational activities, and although cybercrime has no empirical evidence in physical space, it often leaves bits of information that forensics can exploit. The issue of stress and satisfaction among the investigators of cybercrime and cyber terrorism is a vital aspect of understanding cybercrime. To be able to analyze the stressors caused by cybercrime offenses, the authors of this book undertook a survey that was administered to investigators who had completed a digital forensic investigation training that was provided by the NW3C. These investigators are, in many instances, exposed to aspects of cybercrime such as child pornography and the many cyber terror offenses that are planned over the internet. 
The survey identified that those investigators who were exposed to child pornography reported higher levels of secondary trauma and stress, and these investigators sought the refuge of personal relationships to help them in dealing with stress rather than opting for the intervention of professional clinicians. It can be noted that for the agencies to be more effecting in combating cybercrime as well as understanding it, they need to be aware and identify the stressors that investigators face and in the process provide the needed resources that would enable investigators to effectively cope with these issues and hence be in better capacity to deal with cybercrime and cyberterrorism.
The various findings of the surveys in the book have implications on the policy and practice of law enforcement. These findings dictate that as long as law enforcement has poor documentation of the cybercrime calls for service, the modern world will always have an inadequate view and understanding of cybercrime. One of the implications of the findings on the criminal justice policy and practice today involves public awareness whereby developing the public awareness campaign for the Internet crime complaint center will allow people to not only seek it out but also to file reports on cyber offense incidences that they notice or those that they are victims of. It is also important to note the significance of introducing cybercrime training and recognition in law enforcement officer’s careers early. These uniform training and certification courses will equip officers with the needed skills to deal with cyber offenses, and this also involves the expansion of the funding for the development and training of cybercrime investigators. It is not only to improve the awareness of the importance of cybercrime investigations but also to show that law enforcement is serious in its efforts to combat both cybercrime and cyberterrorism.
An online service tip ought to be created to allow individuals to easily report on the suspicious online behaviors that they notice directly to law enforcement, and this will reduce the limitation imposed on law enforcement from the few sources of data on cybercrime. More research studies also need to be carried out on the subject of cybercrime to enable a deeper understanding of cybercrime and its dynamics in the modern world. The book contributes to our understanding of cybercrime by touching on the various perspectives on cybercrime from cybercrime data to the role of law enforcement in mitigating cyber offenses and lastly the implications they have on the policy and practice of the criminal justice system, and it provides an essential addition to the research literature on cybercrime. An insightful discussion is provided on the role that local law enforcement plays in effective mitigation of the cybercrime incidences and in turn, the various procedures that can be taken to improve data collection on cybercrime issues. Having enough information at our disposal is a big step into understanding and combating both cybercrime and cyberterrorism.
To enable the formulation of successful preventive measures as well as the improvement of cybercrime investigations, practitioners, policymakers, and all the actors on issues of cybercrime should learn from and apply the various findings from this book. Most importantly, some laws on cybercrime lack the details necessary to promote an effective response from law enforcement hence the need to update laws touching on cybercrime and make prosecution of these cyber offenses more clear and strict. It will not only help to reduce the incidences of cybercrime but also act as a motivation to law enforcement officers to do better investigations because the law will hold the offenders accountable for their crimes. The management of cybercrime is difficult because of its volatile nature, and the purpose the authors of this book was to promote the understanding of cybercrime in such a way that people find it easy to deal with it and in the process reduce victimization. Structuring a computer crime unit with the sole aim of combating cybercrime and cyberterrorism is a major step into eradicating cybercrime as it also provides room for finding innovative ways of combating such offenses.
Conclusion
Despite the many valuable implications provided in this book, it is important to note that the observational investigation of the research made use of data that was made from limited samples, and hence this acts to limit the scope of the findings as well. The data cannot be generalized for the entire country, and further research is needed to validate the perpetual differences that exist in aspects of society, such as the general use of technology by citizens. It will give a broader point of view in regard to how communities interact and are impacted by cybercrime and cyberterrorism. It is vital to note that the training of digital forensic investigators is important in law enforcement and the combating of cybercrime because they are becoming prominent players in cybercrime cases over the next coming years with the rapid increase in technology and cyber offenses respectively.
The book involves the genesis of many steps to come in the understanding of cybercrime at the local level and from it effective progress will occur in the fight against cybercrime offenses which are dangerous to the safety and privacy of citizens and people all over the world because cybercrime is not limited by time and space just as the internet and technology is also not limited in the same sense. Individuals, policing agencies, and law enforcement need more and better understanding of offending in the 21st century, which has taken a drastic and remarkable turn to include undetected actions that have the potential of mass impact over a short period of time. Just as the nature of crime in the modern world has changed the approach law enforcement have on such issues should also change for the better. I would recommend this book to various scholars as well as individuals interested in criminal justice because even though it is not totally comprehensive, it gives a good insight into the complex cybercrime issue.
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