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                                                            Abstract 
Enacting protective measures in order to secure data is not a small deal. Research has shown that as a result of increased growth in internet usage, attention is needed when it comes to securing the privacy of big data. This study aims to determine the challenges that need to be addressed as far as data privacy and security is concerned. Building on the existing work of the Cloud Security Alliance, the study asks: to what extent is data exposed to security threats? In this contest, the security threats to the big data can be explained as anything that can lead to making data vulnerable to generation of fake data by unscrupulous people. Based on the review of literature  and the theories of  approaching the security challenges while enhancing the privacy of the data, an online survey was distributed to potential companies, organization and institutions which were at higher risk of  facing a challenge when it comes to the security of their Organization data and privacy. The respondents were randomly divided into two main groups (those that have faced a recent security threat in data storage and those who have not recently faced a security threat within a period of one year). Analysis of the responses  showed that 95% of the total respondent have been having security issues over their data and privacy. The result indicates there is a great need to improve the privacy and security of big data. Because of this, it is highly recommended that organizations, companies and institution either improve the security and privacy of their data by designing new algorithms with unique security features or develop improved security applications to protect big data and improve the privacy of their data.
                                                   
                                                    

                                                                Introduction 
Statement of the problem
     Over the past twenty years, internet usage has widely increased and hence facilitating most of the worldwide business. As the usage increases, the privacy and security of the big data are at risk(X 2015). Research on the challenges facing the effort to maintain the privacy and security for big data, has focused on the approaches that this challenge that can be completely dealt with and hence making it safer for the big data storage and privacy.
Statement of the purpose
     The privacy and security of big data deeply rely on the measures taken to protect the data.  With the increasing adoption of big data analytics in organizations, institutions and the companies it very important to understand the challenges that are faced in securing the data and maintaining the privacy of the same. According to Zhang, D. (2018, October) big data are comprised of datasets that cannot be processed through conventional database ways due to their massive sizes. This research will help in understanding how the challenges facing the privacy and security of big data can be solved using the available approaches.
Research questions     
     The importance of the big data in institutions, companies and organization cannot just be underestimated. Without taking measures to curb the challenges that faces maintenance of  the security and the privacy of the big data, then a huge threat lies ahead, which may have adverse effects on the institutions, companies and the organization involved. It is only through taking the necessary measures that the security of the big data can be guaranteed to ensure the systems are well secured. . Data mining is contentiously becoming a concern to everyone, but the organizations involved should take measures in ensuring their data is safe. B. (2016, April). Due to large amounts of data collected and generated, it is becoming impossible for organizations to maintain regular security checks or to carry system observation in real-time. According to Mishra (2016), companies are struggling to keep up with the challenges and emerging issues with it; among them, security and privacy concern. This research will help in answering the following two questions;
           1. Which approaches can be used to ensure big data is safe and privacy is maintained?
           2. Which are the challenges facing the maintenance of privacy and security for big data?
                     
                                                             Literature Review 
      Security should always come first when it comes to anything concerning institutions, organization and companies dealing with huge data. Ignoring the move to secure the data first will only result into a big issue in the future and hence the need to ensure priority is first given to security, (F, 2014). At the rate which technology is developing, all the precautionary measures should be on the front gear to ensure it is not too late to protect the data. Big data is data exceeding terabytes in size and hence cannot be stored using the traditional applications. A survey conducted in 2012 says that 70% of the data created is not structured and this raises a challenge when it comes to storage creation and location. Data security involves defending information from being accessed by unauthorized persons (Shao J, 2014). Data privacy is the privilege to have defined control over how the personal information is used and collected.  Big data can be stored in Apache Hadoop, Microsoft HDInsight and Hive. Data can be analyzed using Presto, big data excel and Polybase (Ferrari, E. 2018). Originally, big data was associated with variety, volume, velocity and veracity. How fast the data is generated and produced is described by velocity while volume refers to the quantity of the data, diversity of the data is explained by variation while the ability to trust the accuracy of the data is described by veracity. According to Thales Data Threat Report (2018)on the use and how big data is secure, it was found out that the use of big data has increased and that 99% of the organization are still on the move to use big data more and more. During our research, we found out that the majority of the organization was developing strategies to make sure that their data is safe. Below were the main strategies that the majority were implemented to ensure their big data is secure and privacy maintained.
1. Encrypting Data on entry
2. Authentication at the system level
3. Strengthening the reporting and monitoring tools 

                                             Encrypting Data On Entry
By encrypting the data, security can be tightened since those who are not supposed to access the data will not be able to access it (Zhang, D et al, 2018, October; Eaton, C. 2011). Many organizations, which were using this method to secure the data, were found out to be 80% of the total survey, which was conducted. They protected individual files before posting them for storage. They felt this method was more safe and economical since encrypting only required specific password.

                                          Authentication On The System Level 
Ensuring that anyone who is trying to login to companies, organization and institution website is validated is very important and this can only be done through the authentication process (Thuraisingham B. 2015, March). It was found out that most of the institution used this method as a way of ensuring the privacy of their data was maintained. Institutions that were interviewed claimed that every member of the institution had a verification card through which without, you cannot access their data, others had institution identification cards some fixed with numbers to enable Logins.
                                   Strengthening Reporting and Monitoring Applications
     Strengthening and monitoring application can be done through using the security software whereby they block those suspected to access without the knowledge of the authority in question. (Shao,et al ,2014; Seshadri, R. 2014, June).There was mixed reactions in this approach because not every application could be trusted and that the chances of production of counterfeit software by people with bad intention may expose their data to threats and hence not much secure. 
                                                           Recommendations 
To ensure that big data is safe and privacy maintained the research found out that the security for the personal identifiable in formation is at risk and the approach to handle this threat is by making sure all the data before they are store they are anonymized so as to remove any information that can hint the user. The research sort for this approach because 67% of the organization, company and institution analyzed seemed to leave content that can hint the user hence threatening the security of the big data. The second approach to secure the big data is through using a full Homomorphic Encryption (FHE), which will ensure that encryption of the data in the Trans way such as the cloud, which also act as storage are completely secured. The research found out that those using this method were 20% and they were safe as far as data in the cloud was concerned.
[bookmark: _GoBack]The report found out that among the challenges that the users of the big data faces while trying to secure their data is that some of the software that they use to store the big data comes with technical hitches which do not authenticate the user by defaults. Therefore accessing the control makes the user not to restrict those who can access the information as soon as the software is installed. The research found out that only 34% had software, which could authenticate the user to restrict his application upon instruction and this was not only a small challenge but also a big threat to the security of the big data.
The research recommends the following in order to ensure that security and privacy of big data is maintained.
1.  Ensuring there is filtering and validation 
        Ensure that the processing of external and internal information is properly filtered for security purposes. This can be done through building up strong algorithms that can deal with big data.   Security will be enhanced and privacy will be highly maintained if this is implemented.
2. Ensure the computing code is secure.
     If the data are not secured using a working computing code, then there can be malicious access of that data by persons of bad intention. It is highly recommended that data is assigned code and access control is implemented.




3. That the data is secure by protecting the storage 
Sensitive data should be segregated and stored in separate portions to enhance protection and maintain privacy. This can be done by ensuring data is encrypted and also ensure there is proper configuration of the API security in order to ensure all components are protected 
               
                                               Conclusion 
                      Big Data security and privacy cannot be ignored. How the data is protected in one organization to another is different depending on how one is well conversant with the risk involved if the big data is not secure. When the security of the data is maintained and its privacy reinforced then creation of data without fear of insecurity can increase. Storing of data through cloud environments can be enhanced though ensuring data is much encrypted and that it privacy is maintained. This has not been easy, especially with the increased usage of big data by the organization, companies and institutions. 
                            In this research, we have walked through the key main challenges that are facing the institutions, Organization and institutions that use big data when it comes to maintaining the security and privacy of their data. We have laid down also the possible solutions to make big data computation and processing more reliable and ensure it is also secure. Our hope is that this paper will open up for more collaborative research and resolve security for big data and privacy not only now but also in the future.
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