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Multiple choice: circle the letter corresponding to the single best response to each item (1 points each)

1. In which IT layer could an attack would occur but appear most like a normal user?
A. Network layer
B. Operating system layer
C. Database Layer
D. Application Layer
2. At which IT layer would most likely an attacker attempt to assume control over first? 
A. Network administrator
B. Database administrator
C. User account
D. Service Account
3. Which account would most readily be used as a launching pad to the remainder of an organizations network?
A. Network administrator account
B. Service account
C. Emergency account
D. Local server administrator account
4. Which of the following is  a reason why  privileged accounts should be reviewed by  internal audit:
A. Cyber attackers will attempt to exploit these accounts.
B. The attacker’s goal is to get in fast, gather data, and remove it.
C. One can gain a large footprint on the network without much effort. 
D. All the above.
5. A network administrator can modify the access capability of which type of account?
A. Service account
B.  Local server administrator
C. Database administrator
D. User account
6. The best example of a common control associated with standard user and privileged accounts is:
A. Monitoring account activity
B. Require additional approvals
C. Password length
D. A and C above
7. Once an infiltration occurs what control will best limit propagation?
A. Network segmentation
B. Disable interactive login
C. Logging privilege user access and follow-up
D. Require additional approvals


8. Which of the following is the best response that reduces risk when asking the question, How is vendor and contractor access monitored for illicit activity to ensure their network account is not compromised?  
A. All vendors and contractors activity is logged and monitored.
B. Vendors and contractors who remotely access the network are required to use 2-factor authentication.
C. Vendors and contractors are required to change their password every time they login. 
D. A quarterly review of vendors and contractors occurs.
9. Which of the following is the best test to ensure vendor and contractor privileged access is monitored for illicit activity?  
A. Test to ensure daily account activity is monitored and follow-up timely occurs. 
B. Select a sample of vendor and contractor privileged accounts and test to ensure appropriate approvals occur.  Vendors and contractors who remotely access the network are required to use 2-factor authentication. 
C. Test appropriateness of privileged account authentication procedures.  
D. Test to ensure adequate safeguards for protection of privilege account passwords. 
10. Select the best monitoring control test for privileged accounts. 
A. Test to ensure quarterly reviews timely occur.
B. Test to ensure a periodic entitlement review occurs.
C. Test to ensure 2-factor authentication is active. 
D. Test to ensure the number of privileged accounts is limited.



11. The best practice for application or batch job account passwords is to change their passwords at least annually or when a person with knowledge of each of the accounts’ passwords leaves the organization.  Explain reasons why an organization may forgo changing these accounts passwords when an employee who has knowledge of these accounts’ passwords leaves the organization.  (5 points)



12. Explain the difference between and server and client-side attack?  Include in your response which is the traditional attack model? (10 points)

























13. Why are client-side attacks effective? (5 points)



14. Explain the concept of “defense-in-depth”.   (5 points)
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15. For each of the following network appliances, explain what the purpose of the network appliance and its role in preventing, detecting and/or correcting a cyber-attack.  (15 points)

Network Appliances:  Firewall, IDS/IPS, and Network Segmentation

Use the following template when responding:


Network Appliance:
Purpose:
Preventive:
Detective
Corrective:
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