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The 7 Pernicious Kingdoms
	The various seven pernicious Kingdoms represent a way in which security practitioners and developers can easily learn the various types of errors in coding that translate to vulnerabilities. It is through the organization of the errors in seven groups or taxonomy. They include;
1. Input validation and representation
2. API Abuse
3. Time and State
4. Security Features
5. Errors
6. Encapsulation
7. Code quality

	Input validation and representation - Input validation and representation are a type of software vulnerability where errors are majorly caused through alternate encodings, numeric representations and metacharacters. In most cases, security problems arise because of trusting input. The security problems include Buffer Overflows, Cross-site Scripting attacks, and SQL injection. 
	API Abuse – API abuse refers to a binding contract between involving a callee and caller. The common abuses API are as a result of the caller not honoring their end of the contract. An example is the expectation of a callee to give back trusted DNS data to the caller. Here, the abuser is the caller by making assumptions about its behavior. 
	Time and State – this taxonomy relates to the distributed computation of data and system operation. Here, defects often rush to occupy the gap between the programmer’s model and what happens in reality. These errors arise due to unexpected interactions of processes and information. 
	Security Features – the major errors in this taxonomy are related to authentication, confidentiality, control, privilege management, and cryptography. 
	Errors – Error and its handling are mostly related to API class. The most common type of vulnerability in these sectors is in the event when a system gives out a lot of information to various possible attackers.  Such errors include overly-broad throws declaration, and empty catch block. 	
	Encapsulation – It involves the drawing of limits in a web browser. It means ensuring that one’s code cannot be abused by any mobile code. It may also mean differentiation between invalidated data. 	
	Code quality – In most cases, the vulnerability, in this case, is having poor code that may lead to unexpected behavior. This error provides the attacker with a chance to stress the system in unpredicted ways.
Mapping OWASP top ten
1. Input validation and Representation 
		Injection Flaws
		Invalidated Input
2. API Abuse 
Exception handling 
3. Security
Insecure Storage
4. Time and State 
Broken session management and Authenticity
5. Errors
Improper handling or errors
6. Code quality 
Service denial
7. Encapsulation 
Data leakage between users 
	The seven taxonomy is simple coding errors that affect the security of data and those practitioners in this field need to look out for in their operations. They provide a breakdown of the various vulnerabilities and errors that are likely to be violated in system operation (FutureLearn. 2019). 
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