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Risks in IT Infrastructure

For a typical healthcare IT infrastructure, some possible risks the system can face in descending order of the seven domains include users may download files and click unknown emails, software vulnerability in workstation browser, private customer data can be infiltrated, the egress traffic filter degrades, network outage in the service provider, unauthorized access into the system and lastly, users destroying data and deletes files in the system.

The critical risks include the workstation browser having software vulnerability, users destroying data and deletes files in the system and the egress traffic filter degrades. Major risks include network outage in the service provider (Zhang et.al, 2017). Minor risks include a user downloading a file and clicking an unknown email, unauthorized access into the system, and private customer data can be infiltrated.
Critical risks often affect compliance to some set laws, rules and regulations.  They impact the organization negatively as they increase and make the facility a liability.  On the other hand, major risks impact the C-I-A of the organization. The intellectual properties considered assets and IT infrastructure become threatened. Lastly, a minor risk affects employees’ and users. Employee productivity may decrease, users may shy away from the network and available IT infrastructure may be compromised. 
Different strategies can be used to manage risks at different levels. For the user domain, it is important to raise user awareness and use log in banners as part of implementing acceptable use policies (Mukherjee et.al, 2017). Up-to-date antivirus software can be installed to mitigate risks at the workstation domain while routers with access control lists can be used to mitigate risks at the LAN domain. For the LAN-to-WAN domain, firewalls can be used while a demilitarized zone can be used to mitigate risks in the WAN domain. Remote access policies and controls can be used in the remote access domain while configuration management can be used in the systems domain. 
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