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BREACHES IN HIM.
A breach is an act of a person failing to observe certain laws or breaking them, agreements, or other codes of conduct. It is also an unauthorized use of information or disclosing protected information of a company or business. When there is a breach, the business is responsible for reporting whether the probability of it was low or high on how the information was compromised based on the risk assessment. To do this, it should analyze the following factors; the nature of the information protected and the extent to which it was compromised, the person who used the information whether authorized or unauthorized and also observe the extent to which the protected information was mollified. Examples of breaches are theft of USB drives, computers, notes, or mobile devices, unauthorized access to your details or belongings when you send an email with private information to the wrong person, and also an employee stealing companies’ information for their personal use Porcedda, M. G. (2018).
There are two types of breaching and what constitutes or caused breaching depends on the kind of breaching that has happened. In the case of breach of contract, it occurs when a party or a company involved in it fails to wholly or partially meet obligations and terms agreed based on research entitled “Breach of Contract of Employment Cases” done by Issa, M. R. (2018). It also occurs when they communicate something leading to failure of terms agreed or it appears that they will not be able to perform their obligations indicated in the contract. In this case, the resulting damages brought by breaching will be gathered by the party breaching the contract. 
A data security breach occurs when an unauthorized person, who is an intruder gains access without legal notice to a company’s highly protected system and its data. They apply cybercriminals and other applications that might be malicious to hack or breach the security measures to access all the restricted data, information, and areas in an organization. A security breach is always the beginning of a violation in data breaching which has some major consequences in the future such as damaging the whole system, loss of data, and manipulation of data. This kind of breaching should be addressed by the company before offering services to their customers to boost the trust of these clients.
In cases where breaches have occurred, whether breaching of contract or data security a person or party responsible for this will face some penalties according to the laws stated. In the case of breaching a contract where all the parties had agreed on certain terms, the company responsible for breaching will face certain consequences by paying everything agreed.
 The Health Insurance Portability and Accountability Act of 1996 included a penalty for all those violating the HIPAA laws. They intended to secure all the health information of the patients. It stated, should health information be divulged, the person receiving should be an authorized one.  The penalty for breaching this was setting financial penalties to prevent violation of HIPAA laws and to ensure everyone is responsible for their actions. They were to pay between $100 to $50000.
In the case of data breaching, many companies have put in place major penalties for anyone who breaches the data (Pinsker, R. E. (2019)). Uber was fined a total of $148 million for data breaching becoming the biggest in history for penalizing someone or a company. Yahoo and Capital-one were both fined $80 million for data breaching, Morgan Stanley was fine $60 million.
Each country has laws to address data breaching and contract breaching including the Philippines data privacy Act of 2012 which deals with protecting personal data, the Indonesian regulation Act of 2012 which deals with electronic systems, all its transactions, and implementation. Many countries are opting for Data breach notifications and other countries not applying this should keep records of data breaches when needed during an investigation. Data notification laws have a provision that all the entities involved in any kind of breaching should contact all the people whose data was hacked to inform them about everything that happened Tufan, P., & Wendt, H. (2020).
There are different types of breaches thus different ways of preventing these breaches. These breaches are Data and security breaches, privacy breaches, and contract breaches.
Data and security breaches (health, all institutions)
The first way of preventing this type of breach is by performing regular security audits according to research entitled “Towards mitigating uncertainty of data security breaches” done by Radchenko, G. (2017, August). This plays a key role in identifying new or potential gaps in your data security. When addressing these issues, we focus on the dynamic nature of the company and study how it handles its data or information security.
The second way is training and educating your staff. When you are addressing the security policy you need to implement an employee policy that will guide them on data security. Training will enlighten them on what to do to address this issue of data security.
Another way is by applying vulnerability and compliance management. When you address the vulnerability of your system using vulnerability and management tools, you will identify gaps that may lead to data breaches.
Privacy breaches.
The first wany to prevent privacy breaches is to ensure you have strong security measures that will secure your information. This can be done by creating strong passwords and avoid sharing them.
Also, ensure all the devices containing your personal information are highly protected by strong encryption and ensuring you have strong passwords.
Contract breaches.
First, ensure you use clear wording and common language. In this case, you will consider both parties by ensuring you use a language understood by both parties to avoid later miscommunication party complaining to have agreed to what is on the paper.
Also, the contact should not break the existing laws. All the terms that have been agreed upon should follow the existing laws and should not allow any illegal responsibilities. This will help when the contact will be breached since, in a court of law, the judge will only address a legal contract.
In recent days these are some of the notable breaches:
Slickwraps and the case of Whitehat Hacker.
This a company that allows users to design customized skins for their electronics. They were subjected to a data breach known as the verge “comically bad”. A hacker, “white hat”, tried to warn the company about the cybersecurity by they ignored it. Another hacker went on hacking the system.
Antheus Tecnologia Biometric Data Breach.
This happened in march 2020 when some security detectives reported a breach of data in the company. This company had not encrypted tender information and data amounting to 76000 fingerprints which were exposed in a server that was not secured. The server stored only binary codes that will allow hackers to recreate them. This would cause major consequences.
LifeLabs breach that exposed half of Canada.
This breach occurred in October 2019. It involved a Canadian medical testing company known as lifeLabs being hacked becoming the biggest breach to occur in Canada. In this hack, information of 15 million Canadians was exposed and the company had claimed that they had paid for the data to be retrieved but the hacker and copied them directly.
Conclusion.
Based on the above research, a breach is an act of a person failing to observe certain laws or breaking them, agreements, or other codes of conduct. It is also an unauthorized use of information or disclosing protected information of a company or business. There are different types of breaches based on the area it occurs and what causes it. This includes data breaches, privacy breaches, and contract breaches. Concerning this, there are different ways to prevent or curb these breaches. For instance, you can prevent data breaches by performing regular security audits, training and educating your staff on security measures, and applying vulnerability and compliance management. According to the law, there are different penalties that a party faces when caught with any of these breaches. The main form of penalty for breaches is paying fines. 
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