BSA/505 v4
Audit Plan Template
BSA/505 v4
Page 6 of 6

[image: C:\Users\djshirey\OneDrive - University of Phoenix\F_Drive\Style Guides\UPX Logos\Horizontal format\UOPX_Sig_Hor_Black_Medium.png]
Audit Plan Template
Complete the table below to develop a risk-based audit strategy for Gail Industries. Be sure to also include any uncontrolled risks in the table. Add additional rows to the table as needed.
	[bookmark: TableColumn01]Risk
	Control
	Audit Strategy

	Unauthorized physical access to computer resources within Gail Industries’ data center
	Physical access has been documented by management and duly implemented with physical procedures to grant, control, monitor and in any case revoke or tarnish access to the on-site SCOPE datacenter.

	Requirements for the datacenter are-factor authentication: a biometric credential via retinal eye scanner and a badge access card. Administrative access to the badge access system is restricted to authorized IT personnel.
In the case of a contract termination, the employee’s badge access is terminated by the IT personnel barring his/her access privileges. Additionally, the IT manager reviews badge access privileges every month to ensure that termination was permanent. 
Visitors are accustomed to sign a logbook once they enter the datacenter, with a picture ID presented to their escort. Access is restricted to authorized IT personnel and equipment technicians.
CCTV surveillance cameras are in place the entire facility and so in the datacenter to capture and record activities. These images/videos are retained for a minimum of 45 days.

	Unauthorized and unreasonable physical access to the company’s assets within Gail industries 
	Physical access has been documented by management and duly implemented with physical procedures to grant, control, monitor and in any case revoke or tarnish access to the on-site SCOPE datacenter.

	A door badge access system is employed to control access to areas within the entire facility by the use of predefined security zones.
Individuals requesting badge access to the facility document the request on a standardized employee management form, accessible through Gail Industries’ employee on-boarding system (known as GEO). All requests must be approved by departmental management. Administrative access to the badge access system is restricted to authorized IT personnel.
Upon termination (voluntary or involuntary), SCOPE IT personnel revoke the badge access privileges as a task in the termination process. In addition, the IT manager performs a monthly review of badge access privileges to ensure that terminated employees do not retain badge access.
Both entrances into the facility are locked and are monitored by administrative personnel. The receptionist must unlock the door for visitor access. Visitors are required to ring a video door bell and announce themselves to the receptionist. Visitors sign a logbook when entering the facility, and they are required to wear a visitor’s badge at all times. Visitors must be escorted by an authorized employee when accessing sensitive facility areas such as the mail room and server room.
CCTV surveillance cameras are utilized throughout the facility and server room to record activity. Video images are retained for a minimum of 45 days

	Environmental safeguards failure to protect physical assets and the data contained in those assets 
	[bookmark: _GoBack]Management has implemented environmental controls to protect physical assets within the datacenter and office facility, including fire detection and suppression controls. The office facility is protected by audible and visual alarms, fire and smoke detectors, a sprinkler system, and hand-held fire extinguishers. A halon-free fire suppression system and smoke detectors protect the datacenter. An uninterruptible power supply (UPS) is in place to provide temporary electricity in the event of a power outage and mitigate the risk of power surges impacting infrastructure to the data center.

	Management retains the following inspection reports completed by the third party vendors as evidence of their completion:
· Annual inspection of the fire detection and sprinkler fire suppression system
· Annual inspection of hand-held fire extinguishers located throughout the facility
· Annual inspection of the fire suppression system
· Semi-annual inspection of the UPS systems


	Lack of assurance that changes in network infrastructure and software are documented, tested, approved, and implemented properly. Failure to this puts data into unauthorized changes. 
	Documented change management policies and procedures are in place to address change management activities. Further, there are provisions for emergency changes to the infrastructure and operating systems. Change requests are documented via a change request (CR) form. CRs include details of the change, including the change requestor, the date of the request, the change description, and change specifications. Management, through the Change Advisory Board (CAB), holds a weekly meeting to review and prioritize change requests. During this meeting, management authorizes change requests by signing off on the CR form.

	Detailed testing is performed prior to implementation of the change in test environments that are logically separated from the production environment. The CAB approves the changes prior to implementation. The ability to implement infrastructure and operating system updates to the production systems is restricted to user accounts of authorized IT personnel.


	Logical security threat – external (unauthorized users) access to administrative network and operating system resources 
	Information security policies have been documented and are updated annually to assist personnel in the modification of access privileges to information systems and guide them in safeguarding system infrastructure, information assets, and data. Infrastructure and operating system users are authenticated via user account and password prior to being granted access. Password requirements are configured to enforce minimum password length, password expiration intervals, password complexity, password history requirements, and invalid password account lockout threshold, as documented in the IT Procedures and Policies document.

	The CCS application authenticates users through the use of individual user accounts and password before granting access to the applications. CCS utilizes predefined security groups for role-based access privileges. The application enforces password requirements of password minimum length, password expiration intervals, password complexity, password history, and invalid password account lockout threshold.


	Lack of duly processing of payments. I.e. in time, accurately, and resolving of exceptions. 
	Documented payment processing policies and procedures are in place to guide personnel in the following activities:
· Mailroom processing
· Identification and posting of payments
· Research and processing of unidentified payments
· Financial reporting
· Bank reconciliations

	Financial instruments are required to remain within the mailroom during payment processing. When mail is delivered by the courier, both the courier and the mail room supervisor initial the mail receipt log to verify the envelope count received.
Physical access privileges of data entry personnel are segregated from balancing and mailroom personnel. Logical access to processing systems are segregated between data entry, balancing, and mailroom personnel.


	Inaccurate, incomplete and delayed transmission of payment data
	SCOPE exchanges payment and invoice information electronically with Smallville via scheduled inbound and outbound data transmissions each day. Smallville provides a list of newly created invoices that were issued on the previous business day. SCOPE receives this information in the CCS application and uses this for processing payments. Each day, all payments processed by SCOPE are sent back to the city of Smallville, which imports this data into its systems.

	

	Incomplete, inaccurate, and delayed deposits processing 
	Documented procedures are in place that addresses the transfer and security of financial instruments, including delivery of the mail from the Post Office (P.O) boxes to the SCOPE mailroom and the delivery of deposits from the SCOPE mailroom to the bank processing center.

	A courier pickup and delivery schedule, outlining the date/times of scheduled mail deliveries by the third party courier, is maintained and posted in the mailroom. SCOPE utilizes a third-party courier service for delivery of financial instruments to the city of Smallville’s bank.
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