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Fern Wifi Cracker
            According to Kali Tools (2014), Fern Wifi Cracker (Fern) is a useful tool for wireless security because it can test for weak wireless passwords or discover other wireless vulnerability issues.  Fern is an auditing and attack software program that is designed to crack and recover Wired Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA), and, Wi-Fi Protected Setup (WPS).  The tool was created by Saviour Emmanuel Ekiko who was a former boy soldier and Nigerian hacker turned security professional.  Ekiko wrote Fern based on Aircrack-NG using Python and created a Graphical User Interface (GUI) for users with commonly used Aircrack-NG command functions.  The GUI makes it easier for someone who is not familiar or comfortable with command line since with Aircrack-NG one has to enter the commands along with typing in full MAC addresses of the target device.  Fern automates this process by entering in the captured values by just selecting the target device thus reducing common input error a user will make and then adding the proper command needed to perform the task.
            Fern performs many of the same functions as Aircrack-NG such as WEP, WPA/WPA2 cracking, fake access point attack system, session hijacking (passive and Ethernet modes), access point MAC address geolocation tracking, brute-force attacks, and replay attacks (Kali Tools 2014).   The tool works to deauthenticate legitimate users so that the user will have to send initial credentials in a hash.  Once the hash is captured, the cracker function can be used to uncover the password in the hash.  WEP passwords can be uncovered rather quickly but WPA passwords can take from several days to several weeks to break depending on the speed of the processor. 
Finally, Fern Wifi Cracker in Kali is a limited community edition where many of the hardcore features such as rogue access point and cracking using a GPU are disabled.  The Fern Wifi Cracker Pro will have all the features enabled and access to customer support.  Fern is useful for those who do not regularly use Aircrack-NG because it can be set up and running during a pentest while the security auditor is performing other functions and then get back to it to check results.  The same functions for running Aircrack-NG would require several terminals to be open and running commands while Fern performs the same function in the background hidden from the user.  This makes Fern an easy go-to tool to test wireless security.
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