CNET206	In Class Activity 04 – Special Permissions and ACLs	40pts
Due : As noted in the Assignment Folder in eCentennial

1. Login to your Ubuntu desktop as regular user.
2. Launch a terminal session and run tmux to split the terminal session into two vertical panes.
3. Adjust the colors as in previous assignments.
4. Run the following commands. Begin on the LHS.
4.1. $ test -d work && rm -fr work ; mkdir work ; cd work ; pwd    Make sure that your cwd is the newly created work  !
4.2. $ mkdir testdir ; touch testfile testfile2 ; ls -l   
4.3. $ ls -ld /tmp    # Notice the sticky bit in filemode.
4.4. $ ls -l /tmp  
4.5. $ ls -l testfile  	#  testfile does not have the execute bit turned on.
4.6. setuid on testfile . If it were a binary executable, it would run with its owner’s credentials instead of credentials of the user who invoked it.
	 $ chmod 4644 testfile ; ls -l testfile 	# Notice the S in filemode.
4.7. $ chmod u+x testfile  ; ls -l testfile 	# Notice the s in filemode.
4.8. setgid on testfile2 . Similar to setuid on an executable. It would run with its group owner’s credentials instead of credentials of the group member who invoked it.
4.9. $ ls -l testfile2 # testfile2 does not have execute bit turned on.
4.10. $ chmod 2644 testfile2 ; ls -l testfile2 	# Notice the S in filemode.
4.11. $ chmod g+x testfile2 ; ls -l testfile2  	# Notice the s in filemode.
4.12. $ chmod 3777 testdir ; ls -ld testdir 	# Notice s and t in filemode. 
4.13. # sudo chown root:root testdir ; ls -ld testdir  
4.14. $ touch testdir/newfile ; ls -l testdir  # Notice the group owner of newfile . 
5. ACLs
5.1. $ lsblk	# Find out the root of the filesystem.
5.2. $ cat /etc/fstab  	# If LVM
5.3. # tune2fs -l /dev/sda1 | grep “Default mount”  
Note that /dev/sda1 is an example, it may be a different device. If LVM was selected during installation, it may look like /dev/mapper/ubuntu--gnome--vg--root
Make sure that you have user_xattr and acl options listed. It’s on by default on Ubuntu 16.04 and later. If not, you need to install package acl and edit /etc/fstab .
5.4. Add new user jdoe1 with 123456 as password.
5.5. $ sudo useradd -m -c “John Doe” -s/bin/bash jdoe1 ; sudo passwd jdoe1  
5.6. Switch to your $HOME directory and remove the work directory you created previously.
5.7. $ mkdir work ; touch work/{testfile,testfile2} ; ls -ld work ; ls -l work 
5.8. $ echo Hello world > work/testfile ; nl work/testfile  
5.9. $ echo Hello world > work/testfile2 ; nl work/testfile2  Switch over to RHS and login as jdoe1 
5.10. $ echo Hello from jdoe1 >> ~centennial/work/testfile  # See permission denied error.

Switch over to LHS and grant jdoe1 rw access on testfile :
5.11. $ getfacl work/testfile 
5.12. $ setfacl -m u:jdoe1:rw work/testfile ; getfacl work/testfile Switch over to RHS and run the commands below as jdoe1  
5.13. $ echo Hello from jdoe1 >> ~centennial/work/testfile  
5.14. $ echo Hello from jdoe1 >> ~centennial/work/testfile2  
Switch over to LHS and display the contents of both files : 
5.15. $ nl work/testfile ; echo === ; nl work/testfile2  
5.16. $ getfacl work/{testfile,testfile2}  Remove rw access from jdoe1 on testfile :  
5.17. $ setfacl -x u:jdoe1 work/testfile ; getfacl work/testfile  Add new user jroe1 with 123456 as password :  
5.18. $ sudo useradd -m -c”Jane Roe” -s /bin/bash jroe1 ; sudo passwd jroe1  Grant jdoe1 and jroe1 rw access on work/testfile : 
5.19. $ setfacl -m u:jdoe1:rw work/testfile  
5.20. $ setfacl -m u:jroe1:rw work/testfile  
5.21. $ getfacl work/testfile  
Remove all rw access on testfile  
5.22. $ setfacl -b work/testfile ; getfacl work/testfile  

6. Submit your screenshot(s) and supporting notes in the assignment folder dropbox to include the output of all your commands.



