4.4. SOTVING CONGRUENCES CHAPTER 4.

4.4 Solving Congruences
Definition 4.4.1 (Inverse of @ Modulo m). LC" aezZ 4 ME 2 it We _{ad Z
T "H'C mverse 0{: fe ) m.&ulo m ;F a,a = | Cmed m).

_1&

Example 4.4.1. The inverse of 3 modulo 7 : | AT
BB ek ErrBe

The existence of the inverse of @ modulo m is guaranteed if a and m are wlatwvllv prime:

Theorem 4.4.1. If ged(a,m) = 1 and m > 1 then @ exists. That is, there ezists a number a such

that aa = 1 (mod m).

Proof. By BCaud'S "Hf?OVfM J Smu_ QCd (ﬂ;m) = | i 35/ t— ez -
Sa +‘fm - , . LC+ a S WQ l‘laVc_

- \“ |
B8 + Emi) J} il L AR TR ARSI

W‘l 0«3—1 aa"z , (m-a‘ rn) D

Finding the inverse of a« modulo nr:

IAF 99‘! (al"‘)=|, Vse EUC-’ Jean a’go"-‘Hf\m fc: '"d tha
Bézowt's Cetbicend S £ So ot ‘,\?&T‘t,ﬂ:f and then

S IS ‘u’tnnveqc 6F A ruddanto

~ +he (UP(C'(?'.J of a

/ l/ "ﬂ\@f’ucﬁcm
"'\Eaec‘?

i 2 II‘S "'“\a; e e d'f’“q:' 3 Lial ~<£4.Ju 7

a‘V\J r\\*".: "Hr\o\f' -l-f'?z = ~2 = f;; (med 7‘,}

. One many alse sy B N the
|“'W(""Sc. of 3 'm‘dM;u 4
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4.4. SOLVING CONGRUENCES CHAPTER 4.

Definition 4.4.2 (Linear Congruence). An C?U.Kh'on O'F "‘Le 'ﬂm ﬂx = L [M-JM)
ndere o,bLel, M€Z+ are Conflods 1S Called o~ [irear Congruence .

@3 Solve 0 lincar congruenc , we nuot fo find x ot safisfe; axz b (w..J
Two Methods for Finding the Solution of Linear Congruences:

@ IF He Javerse of & wredulo m ,.Sag E, g.n';‘l'_; -H»o.. muH‘.'rly

bjna_;;au Ly % QR-QX = Q- b (mod m) _ but She
A.QA = | {(med m) X = A b (medd m) .

(f & does not exist, +Hheve may or may uot be amy Sofw'#'au)

() Add o mafhple of m do b So dt ;+ becomes diviitle by 4.
TE oc<d@m)y=|, d.vde ‘L"’H" -‘!ij by oo o g9et e answe,.

Example 4.4.3. Solve the congrue et &r = 6| {mn(l ‘)) ¢
xq T 5 =|
)

Mt () : USnguc' dean ! afgon-ﬂnm or L/ Quessing ol -f[,,_,_
e of 5 moobufa q i~ rﬂ =) ek q)
H‘L“'Ply H‘Ll $|Jc.s DF 51 l‘(h‘-o’ QJ L)/ 2t
[ox = 12 (md 9)
- lx =3 (med q)
é =3 (mud @
That s X€ ["‘/'/5—/"613/ 12, 21, 3043‘?,-'4}'0-«* Yo maw)
Gong Gl b of Hra fom X2 QK 13 (whe ke2) arc
Solutions: ada‘.— a pult W } g0 Hhat the RHS
(umr‘ﬂ diaa. l‘c: by & -
Methed @ = 6 +. e B HLE, 1900 69
Saw 2¢2, 19'(:2, ad(54)= - 55X _ 19 (u.dg)
2 5 -

(% T i) = 3 (W“‘"‘q)l
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4.4. SOLVING CONGRUENCES

CHAPTER. 4.

There is a second method, called Back Substitution, to solve a system of linear congruences. We
oxplain this method in the example balow:

Example 4.4.8. Solve the gystom using Back Substitution:

Snw X =2 (med 3) 3/1-2 . JkeZ. 3k=x-2

o (1:3k+ 2) . S\ALS‘*“J")‘V"‘C"LM bock 1t He Second a’"ﬁ’“”‘(-’
X = 3 (med 5) LBk 412 = B e 5)

“ 3k+2-2 23-2 (md3)

Need iaverse of 3 ed S <. 3k i / (ool ;)

3. =1 (md5) €\~® 2(3k) = 2()) (mw3)
k =2 (mod 5)

aueé : K=BU+2

1: 3(5{,{.;.2)_’_2 — }5M+8
AL LRI,

qufl"ﬁm+g D(:/Sb(#g’ Lﬂcfc_ l:n]lc; e nexl" ('9»91@(91«&;

X =2 (med 7D R get [BUurg =2  (med7)
i ' ISu+8-9 = 2-8 (o
Siaa X =150 +¥% , we 95’- S;',.q 5= (md?) u -+ o ¥ ma‘7) ‘
~6 = | (mua?) Su = -6 (*md' 7)

X = 15(7w+1) + ¥

=1 (m-J 7)

. e il -8 0, 128 , 233, -}

S AweZ: u=Tw |

i i ":‘H‘i] | w“;‘:‘ i
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" <3)
M & =ay (mod m) ""‘;..‘ = M{ = 1)
3 =M My M"TMY":ﬂ T =ay (mod my) | il Y
h .
3 .

R-.C aF da,‘m:

prime integers greater than 1. Let ), (g,
———

Claim - X = a, ng, -+ 0, Ha.‘

4.4, SOLVING CONGRUENCES CHAPTER 4.
(e M)

a method for solving a system of line
Theorem 4.4.2 (The Chinese Remainder Theorem

The proof of the following theorem gives AT congruences,

)s Let iy omal. ..,

my be pairiwise relatively
oyt € Z. Then the system

i Y-aily 3

@ ' 2 =a;  (mod my) | :
has a unique solution modul M = mim,
0<x<AM-—1 and all other solutions

(e
s I | HLUEG |
comy) That is, there is o unmique solution x with

are congruent this & modulo M.

Proof. Fo- cvery L= byl fet M._' = ﬂ . Note M,' S Z,
. | m;
acd C M., M) =) s Hpma.,.umn are 'efl\'fﬂtly Prime-

“Therefore ayt.eZ St. Hl y‘. ":" [ Chviad m)

Rttty ke Gl
+o 'H\c .Sy..d"cn. ‘11 |

v ewry t=1,2, ., k) we have

oM [
[ Ve Yoo @ wil il A _
L;)"_b = ( & (med m,)
k& '*'llll lJ q h‘“”TPL .F
XS Ay 4 GaMay, 4o 4 WM Y+ - 4 A My v (md m;
D e K m‘)
= O + 04

“hi

(WC A S klP P,'

\

T+ G F o e (med m)
a;

I

slnows XZ=2Q, (wmed W) , x =Q) (Mad my ) , #nd 50 on.
70
9 the :F"“F of Hu u""ﬂt)enruq )
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4.4, SOLVING CONGRUENCES

CHAPTER 4.

Example 4.4.7. Solve the system using the Chinese Remainder Theorem:

(mo Horall M= s
T3 ¢ a, =
T (mo " 3 =S
T (moc 1 =2 My =7
let M=mymm =3.5-7 - 10§
M=H 857 _ 35 Maz3XT _ g n3=3.~5_'\*_;5
! i \ b
Let Y, =the javerse of M,=35 wed m, a3 35y, =1 (med 3)
Y w2y =1 (md 3)
= d i
Yy | (med m2) [y':zl works
2y, =1 (med 5)
")’; = , ("’“45)
!7::7' werlcg
M3y =1  (med m3)
15 Y3 =1 (med 7)
Lyy 21 (med)
’ -5_3 =1 ' wcf‘k_j

X= My + A:Mry, o, Ngyg'

= 2,35x2 + 3x2Ix| <+ 2xI5% |

70l 4\ 63 4 28
233

and all  othe, Sojud:

Iont

{ i

7l

mvst ..Lr. o _s,[wh.‘% Ly

mist ke congyreuent 4, 233

J23 Jlg‘g 2
,233, 33g,.. |

Chihese Remaicnde. Thn,
med 05 .
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CHAPTER 4.

4.4, SOLVING CONGRUENCES

There is a second method, called Back Substitution, to solve a system of linear congruences. We

explain this method in the example below:

Example 4.4.8. Solve the system using Back Substitution:

3 3‘(&2: 3}:: X-2

3/1-2

Shue X =2 (med 3)

- (1 =3k+ 2) . S\ALS"‘)""\A.'-’C"'L\I:\ bG\Ck "ﬂf-o -H"'- Second (uhjmgm:
X = 3 (V"\oo( S) - 3’(1‘2 = 3 (Mcd' 5)

—

* 3K+2-2 =23-2 (md3)
Need raverse of 3 med 5 ; 3k = |/ (imed T)
3.12) =1 (mid 5) &@ 2(3k)

‘ | bk = 2 (meal)

k = 2 (maT)

Suez : K=Bu+2

2(1) (mws)

i

2 x=3(5u+2) 42 = I5u 48
—_— ‘

Sulas‘h'*'u&c x =/5u+§g back nfe dre next (ongfuoncc.-

X = (mod 7 To 3?."‘ /5“-#8/ =2 (MM(?)
ISu+8-9 = 2-8 (muul?)

Siwae X =150+, we 9cf' Siaw I5=) (MIJT)
~b= | (mua) 5u = -6 (hnod 7)
(med 1)

O Jou = |

Uzl (md7)

Xz 15(7w+1) + ¥
(7: 105w + 23 (weZ/U
ye{ e —-82,23 (28 , 233, }

~dweZ: u=Tw +|(

R @ = 0O
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The following theorem enables us to evaluate a¥ modulo a prime number p efficiently

p. Then a’ ! =1 (mod p) Furthermore, if a is any integer then a? =
'Sk'F Hae Pres

Now

Theorem 4.4.3 (Fermat’s Little Theorem). Let p be prime and assume a € Z is not a multiple of

= a (mod p).

It a w nt a mu‘“?“ g,f T.

J
We prove here
P-1 A
LI oy o\m“'ph_gf- P Her Q=0 (med p) i = 0 (mdp)
e J. P p
@le 4.4.9. Fde’“" modulo 11, Qa0 o (mod P) LA o
R —_ \
\/ +—va0+4 I-"-HC ‘[E(ofrm y S\"CL =1 ,S anc aﬂ(} 02—’
& kB maltisle of 1, i _7||-| .-
= — mad |1
o = | (md 1)
STl = (med W)
22 ‘H\o.. Ly MHH-"P "/Mj LOM "ilJe; L/ 7
S, (7 ,0) _ 22 222
= | (modl 1) o 7 (mod 1)
220
7 = (wed 1) Z 4G (wed )
Definition 4.4.3 (Pseudo Prime Base a) F @ Com iy
We all a nuwber N "?Scudo ?r-'-“. Lcu,, [7) ,'ﬁ an_' = | (md n)
5. € B mQde = o o

|
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4.4. SOLVING CONGRUENCES

CHAPTER 4.

The following theorem enables us to evaluate a¥ modulo a prime number p efficiently.

Theorem 4.4.3 (Fermat’s Little Theorem). Let p be prime and assume a € Z is not a multiple of
. Then a*'=1 (mod p) Furthermore, if a is any integer then a” =a (mod p)
"k’f the Pn—g o w

! We preve f’t‘
| P= | |
N . Iy . F-I
o I8 a i mt a malbiple of T ;Q [ l‘ (rmd‘ Pla @ 10 (wed P
- If o i o\m”":l,_of P Her a i ‘Q ‘(Mco' l’) P P oy =0 (mudp)
@le449 Find(7%?2 modulo 11) | ‘ TR o'z 0 's 0 (moa P) il GP=q ool
‘I ‘ | | “‘? it —\-——\___*____,.- o
‘i!i‘ M | | r
By Femats Litte Thegan-, I
' "“ In! ‘\\: i —‘ | ! :
eame {0" I f%"'KMIm:P -'LL IS ?ﬁmc 0"(} a="T
) w +'| o } | I‘\‘ Hi“ “H 5131*1‘ | M“\:H*‘w\l L o
S ot ol F]C,.__F_—«E 0 e thaye | i st
[ |

& 7

‘ I Iy‘,‘ (it 7 E l (‘f‘hqo' “)
I (med 1) ““‘ T

22

'chm | Ly Mh”]‘ 'W«j LOH‘ & Jeg Y 7
.. _ ‘ 5
(7 = (meoltl) 7 BT Omed 1)
220
7 = | (mod 1) I 244  (wed h)
Definition 4.4.3 (Pscudo Prime Base a). ( i i ‘1 i @ el 1)
" H 1 A n-\
We all a nuwwber n | ?.Smdo Prime me_ ‘a i) Q (ind 1)
m=7 ! i
@ =9 | Cmm e
By Fermat s TItrIe iJiumc-m.Tl"mmul « is not a multiple of p then Wi =] (od '9)
P i 0 Psewdo Prine Lue ‘

Question. Is there a number v and a number a so that #is psendo prime base ¢, but nis not prime
oo i B, B
H e Q b ¢ 1] |

6“"’

\“a

Scanned with CamScanner




Proof of Fermats Little “Thearem: ;

P: 'Fru'me, o B nt a “"“H'l'rlt. oP ?
S—————
Gnsider 0, da,30, ba, ..., (p-na

' OF"W"L!:"
Claim. No Pai from +he lit above ove Gﬂg"w-'i‘

'P.b‘p of aoch o‘ﬂwuv modM/oP .

¥ ra =sa (e p) +hen
fraa-sa. s © (‘”‘“’ P)
Q(Mr-8)=0 (md P)
Siacg & (s ast o Muff":,c °‘P P 'r ”" f’"*"'(
9cd @.PY= |

\“\ i
SMa. none O'P‘H«Q ”Uﬂ\lncr--‘o Q,20,3a, - (P A
)s divicklke L/ P Ohd no '/‘wo ol Aaue.‘iuﬂﬂ_

Same  vemgilsder when dlwdecl L/ P
%',(ﬁ’t 0- A - 3a: ‘- ‘P-Na = ,.2.3....{?_,)

(meod P)
y-% | P—'
Piria O '\\Ns :\\\ N) (ned )
QCJCJ/P)'ZI
. ‘ Q = (“""" P)

MCP")P’) =)
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1.4. SOLVING CONGRUENCES il AL

Fermat's Little Theorem also gives an efficient method to determine whether a given number n is

not, prime:

Gien a nmber n, Pk a nwber a0 Rt i ol a m#.'f.). of s
i h-)
Caleulote Qﬂ ! mod n . I . a .r*_ [ (md n) | Ly

'Few""; L»TH'IQ "L\(nv(w" N Cannet L( T'(’V\f .
:E Oone A (beh-"‘" wtrk, Fl;.’( Am-'u‘fr ene..

‘ IF 'Fv all Q@ L,Jow uﬂ{) gd‘,‘n‘\o Q”“'E_’ (m-d ") —H'\M M‘)
‘ ?*oL.L,/ Y g

r(n.a\g .

Definition 4.4.4 (Primitive Roots of Z,,) L¢,+ P be a

rrmc.
An m‘bgzr rézr {O l,-‘-', l} s Called & F’"'\'fwc roo+ mud«’o

if every non-2ero efem-.f\ A Z,: Can be wriften as & Power oF

| r
Mob(o F recall ‘ f
< that o and + ‘ il - 2,: are  done mod/, P )
|

Example 4.4.10. Show that 2is a pmumw root of Zy;, but 3 is not a primitive root of Z,.

A" (al(.ub'fms LC’OW ﬂV(, do‘ng, WOJM’O "
- 2 2 2,2 i '

A “ {21 2} = {10} =3 =3t -3
2 =4 a

3:=3
A R S :rllm--"t. l’ao"bFZ”- 3139 = 37
5

% 3 " .\ﬂo"' (] h‘n.“},_ a6
ezt

CHAPTER 4
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w

<“~

28 =3 ‘ w #[';-»no}
. 74 ;

2" =6 2 3 % nol A Primike reof
z’o = ' OF Z"

4.4, SOLVING CONGRUENCES CHAPTER 4.

Definition 4.4.5 (Discrete Logarithm of n base r (modulo p)).

-gNWOSG F i‘ ?f"“\t) r 'S 70\ ?ﬂ’m;*"yc_ foo‘l" " ZP p

We know that . every NE ZP\ {O] de s that

e
=N (mod P) . e define e b be Hhe J:.’t(vn‘z /oyrrﬂ...,

O~F N ba;c - (m-b!o ?) ad we Write e:k’jn (wherc P )s
i/ T underdhad )

Example 4.4.11. Find the discrete logarithm of 9 base 2 (modulo 11).

?

I 2z, : "’32:? ~ 2 =9 (md)

“F'ow- T"Mhﬂ EL{’U....P’(‘ we Sow ?36 Wtrks.
AN\NQ!.‘ 6 |

N

Scanned with CamScanner



