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Week 3 Assignment – Cryptography fun

	IN PRACTICE: •
	Simple Substitution Example

	An even easier method of cryptography is the substitution cipher. The Caesar cipher uses simple letter substitution. It originated with the Greeks long before Caesar's time and first appeared  in one of the earliest works on military science, On the Defense of Fortified Places, by Aeneas the Tactician , and, as Julius Caesar claimed in his Gallic Wars, was only subsequently applied to Roman military strategy.
According to history, Caesar wrote to Cicero and others in a cipher in which the plaintext letters were replaced by letters standing three places or rotated three places further down the alphabet.
On the Internet, the most popular example of a Caesar cipher is called ROT 13 from "rotate alphabet 13 places” and  can  be found in most Internet Network News or Usenet (NNTP) groups. It is used to enclose the text in a wrapper that the reader must choose to open; for instance, to post things that might offend some readers.
This simple Caesar-cipher encryption replaces each English letter with the one 13 places forward or back along the alphabet, so that "The butler did it!" becomes "Gur ohgyre qvq vg !"
The following is an example of how to convert plaintext to ciphertext using ROT 13 .
1 . Write down the alphabet, splitting it across two rows in the middle:

A	B	C	D	E	F	G	H	I	J		K	L	M N	0	P	Q	R	S	T	U	V	W	X	Y	Z
2 . With the plaintext message "THE BUTLER DID IT," substitute the letter above or below each letter in the sentence to come up with the ciphertext, so T becomes G, U becomes H, and so forth .
One major advantage of ROT 13 over other Caesar rotation values is that it is self-inverse, so the table shown above can be used for encoding  and decoding.
Computer-based cryptography, though far more robust than anything that could be accomplished by hand, uses the same approaches, if not the same algorithms as those illustrated here but with  far  more complexity and processing  requirements.






EXERCISES

Exercise 6.1: Practicing Encryption Using Transposition

l . Encrypt the following message using the keyword CAUTION and the transposition method :
MARCH FORWARD INTO THE NIGHT TUESDAY NEXT

Keyword analysis: CAUTION (2176354)
Below shows the seven characters transposition:
MARCHFO
RWARDIN
TOTHENI
GHTTUES
DAYPPPP

2.  What result did you get?
AWOHA MRTGD HDEUP ONISP FINEP CRHTP RATTY



Exercise 6.2: More Practice of Encryption Using Transposition
I . Using the shared secret PRIVACY, encrypt the following message with the transposition method:
ANYONE CAN HIDE MESSAGES
Keyword analysis: PRIVACY (4536127)
Below shows the seven characters transposition:
ANYONEC
ANHIDEM
ESSAGES
        2. What result did you get?
        NDG EEE YHS AAE NNS OIA CMS


Exercise 6.3: Practicing Decryption Using Transposition

1. Decrypt the following message using the keyword CAUTION and the transposition method:
RAU CRM TYF GSN OIU PHH YPC
Keyword analysis: CAUTION (2176354)
Below shows the seven characters transposition:
CRYPTOG
RAPHYIS
MUCHFUN

2. What result did you get?
CRYPTOGRAPHY IS MUCH FUN


Exercise 6.4: Practicing Decryption Using Ceasar Cipher

Decrypt the following messages 
1. OVD JHU ZVTLVUL IL KPYA WVVY, HUK HUVAOLY IL MPSAOF YPJO?
Key: 7 

ABCDEFGHIJKLMNOPQRSTUVWXYZ (alphabet)
TUVWXYZABCDEFGHIJKLMNOPQRS (cipher)

Answer?
HOW CAN SOMEONE BE DIRTY POOR, AND ANOTHER BE FILTHY RICH?

2. VS LBH XRRC GELVAT GB CEBIR ZHECUL'F YNJ, JVYY FBZRGUVAT TB JEBAT?
Key: 13 

ABCDEFGHIJKLMNOPQRSTUVWXYZ (alphabet)
NOPQRSTUVWXYZABCDEFGHIJKLM (cipher)

Answer?
IF YOU KEEP TRYING TO PROVE MURPHYS LAW, WILL SOMETHING GO WRONG?







Now try decrypting this messages but without knowing the key. The best method is to try out each key from 1 - 25.

3. DEM JXQJ OEK ERLYEKIBO DEM XEM JE TUSHOFJ Q SQUIQH SYFXUH RO XQDT, KIU JXYI BYDA JE IFUUT JXYDWI KF: MMM.IUSHUJSETURHUQAUH.SEC/SQUIQH.XJCB.


After testing several keys from 1-25, 16 made was the best meaningful sentence thus making it the cipher key.

Answer?
NOW THAT YOU OBVIOUSLY NOW HOW TO DECRYPT A CAESAR CIPHER BY HAND, USE THIS LINK TO SPEED THINGS UP: WWW.SECRETCODEBREAKER.COM/CAESAR.HTML.


Exercise 6.5: Practicing Decryption Using ROT 13

Decrypt the following messages 
1. QVTGVNY SBERAFVPF VF ZL SNIBEVGR GBCVP.

A B C D E F G H I J K L M
N O P Q R S T U V W X Y Z

Answer?
DIGTIAL FORENSICS IS MY FAVORITE TOPIC.

2. GUR OEBJA SBK WHZCRQ BIRE GUR ONOOYVAT OEBBX.

A B C D E F G H I J K L M
N O P Q R S T U V W X Y Z

Answer?
THE BROWN FOX JUMPED OVER THE BABBLING BROOK.

















3. GUR QRZNAQF BS N PNERRE VA PLOREFRPHEVGL 
NER PUNATVAT SNFG NAQ PBZCGVN FRPHEVGL+ VF PUNATVAT GB ZRRG GURZ NF GUR SBHAQNGVBANY VG PREGVSVPNGVBA VA GUR PBZCGVN PLOREFRPHEVGL PNERRE CNGUJNL, GUR ARJRFG VGRENGVBA BS GUR PBZCGVN FRPHEVGL+ FREIRF NF N FCEVATOBNEQ SBE PLOREFRPHEVGL PNERREF, RAFHEVAT FRPHEVGL CEBSRFFVBANYF NER ORGGRE CERCNERQ GB FBYIR N JVQR INEVRGL BS VFFHRF JURA FRPHEVAT NAQ QRSRAQVAT ARGJBEXF VA GBQNL'F PBZCYVPNGRQ OHFVARFF PBZCHGVAT YNAQFPNCR.

A B C D E F G H I J K L M
N O P Q R S T U V W X Y Z

Answer?
THE DEMANDS OF A CAREER IN CYBERSECURITY 
ARE CHANGING FAST AND COMPTIA SECURITY+ IS CHANGING TO MEET THEM AS THE FOUNDATIONAL IT CERTIFICATION IN THE COMPTIA CYBERSECURITY CAREER PATHWAY, THE NEWEST ITERATION OF THE COMPTIA SECURITY+ SERVES AS A SPRINGBOARD FOR CYBERSECURITY CAREERS, ENSURING SECURITY PROFESSIONALS ARE BETTER PREPARED TO SOLVE A WIDE VARIETY OF ISSUES WHEN SECURING AND DEFENDING NETWORKS IN TODAY'S COMPLICATED BUSINESS COMPUTING LANDSCAPE.



