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                                                                Cryptography
             Substitution and transposition are fundamental techniques used in codifying plaintext message to acquire the respective cipher text. These two methods are the basic components of cryptography (Oriyano, 2013). When they are used together and is called a product cipher. Substitution technique replaces the letters of the plaintext with other letters, symbols and numbers (Redden J, 2017) while transposition only changes positions of the symbols. Substitution is associated with the principle of confusion because letters are replaced whereas transposition is associated with the principle of diffusion because it rearranges the order of the letters.
                                                     Advantages of substitution
        Substitution has several advantages; firstly, it is simple to use. One trying all the twenty-six keys would easily crack the cryptosystem. It can be used by children too because it is just a matter of trying all the twenty-six keys and find the right ones to help you decipher the message. Secondly, it replaces each letter in the alphabet with a fixed offset. When the offset is two then 'A' becomes 'C'all one needs to crack the cipher is to guess the correct offset (Holden J, 2018). One may not know about deciphering messages but can guess the offset used to encrypt the message and easily read it. Thirdly, substitution is easy to learn. One can master the art in hours because it is also fun to use and begin cracking messages.
                                                             Disadvantages
         Its simplicity is its limitation. Once one finds out it is being used then they can easily decipher the message that has been encrypted by trying all the keys. The limited keys make monoalphabetic cipher easy to crack. Implementing the Caesar cipher is interestingly easy therefore even inexperienced programmers can program it without defining any subroutine which it should have. The process of learning a practical cipher is easy but one cannot encrypt something serious with it. The substitution was secure in the past since people did not know encryption. Caesar cipher can even be broken without the help of a computer as long as you know how it works.
                                                    Advantages of transposition
          Transposition has a better letter mixing than other ciphers. Unlike substitution, transposition can be used more than once. This cipher can be divided into key lengths that are used to rearrange the letters.
                                                                 Disadvantages
        This type of cipher can be difficult and is prone to errors. In the cases of short messages the deciphering, the message can be done by anyone. Another disadvantage is that the actual letters are not changed therefore the frequency reveals the trends and even repetitions.
         In conclusion, these methods of encryption can be both complex and easy depending on how well one uses it. Cryptographers apply complex and unlimited possible keys to make it impossible for attackers to crack. These ciphers are improved to provide security to messages that are not supposed to fall on the hands of attackers. The white papers help to make the hidden information understood by people who do not know cryptography.
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