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Cybersecurity
Cybersecurity refers to the securing of internet-connected systems like software, hardware, and any data from cybercrimes. This kind of practice is essential for businesses, organizations, enterprises to ensure the protection of its data from unauthorizes access. The business organization has to protect its customer's information, which is available in the digitalized credit cards(Faulkner et p 59). Organizations are also supposed to ensure that all the information which they have on their customer store is protected from any access by authorized person failure to that the customer can take legal action against the organization. Buy The Tek company has taken various measures to ensure cyber frauds do not access that customer information. The steps the company has taken are in conjunction with the ethical and regulations on cybersecurity and also complying with consumer privacy and customer data storage laws.
The following are some of the cybercrimes which the company management should know and take adequate measures on how to protect its information and that of its clients from attacks by cyber frauds:  Antivirus software, account user names, biometrics, numerical passcodes, and pins, account user names,two-factor authentication, account passwords, physical and software firewalls. There are rules and regulations which prohibit any computer fraud. The crime is punishable by the court of law; one can be sentenced for almost 20 years in jails or a fine depending on the motive of the crime.
There are laws which are essential in protecting revealing information of any person without their consent in the field of information security. For example, there is a computer fraud and abuse act of 1986 in the United States. This law protects individuals' information from being revealed. Following this law, the company should ensure that all the information contained on the customer credit card is available for only the company. The credit card contains information on the earnings of the person, which should not be known to everyone. Therefore the organization should ensure the safety of that information. 
Buy The Tek Company should ensure the following Privacy of customer information. Privacy of Customer Information Section states that any information on the customer should be used for providing the efficient provision of services to the customer and not for marketing services. The information on the credit card or any other information of the customer which the company might have on the customer should not be disclosed to anyone but only to be used for service provision. The disclosure of the information should be done when the customer gives the go-ahead of the same. The law allows for usage of aggregate data, and its application is when the common carries providing almost similar services and also have the same kind of details of the customer. The carriers of information should engage in competitive business practices. Aggregate information is obtained or created by combining pieces of non-private information, which is collated during the times of software updates. Via cookies, that information, when combined, may include violet privacy.
Identity theft. It is legislation on privacy, which is a growing body of law on identity theft. According to the Federal Trade Commission (FTC), identity theft occurs when someone uses your identifying information such as name, credit card number, security number without your consent to commit fraud or any other crime.FTC estimates more than nine million Americans do face identity theft every year. Business organizations can be a victim of identity theft whereby someone can pretend to be their customer by using one of their customer's details which he or she obtained from the credit card which he obtained through fraud to commit an offense. Therefore the company should be keen on their customers when they such a case. The company can also face that challenge through URL manipulation and DNS redirection. When a customer release that someone impersonated himself after obtaining his details from the company. The company can face penalties for such an offense like fines and imprisonment of the people in the company who are responsible for the linking of crucial information. The regulation against identity theft is “Fraud and Related Activity in Connection with Identification Documents, Authentication Features, and Information."
Phishing. Thieves can set up some traps to trick consumers into giving credit card information. It is a way of attempting to get access to sensitive information such as passwords, usernames, text messages, and credit card details from the users by enticing and deceiving them(Singer et pg 115) . Phishing is carried out through instant messaging, email spoofing, which directs the user to put details on the fake website. The look and the feel are almost the same as the original one. The website from fraud is fraudulent requests for personal information such as passwords and login details. When the victim or the unique user gives the information, it can be used to gain access to the real account. The attacker can send a fake invoice to the company after gaining access to the customer's credit card. When that happens, the customer will not pay for the bills since he will not be the one who bought the products. The company should keep enlightening their customers of the possible frauds to their cards and encourage them to have strong pins and passwords.
Denial of service attack. DoS is designed in a way to make a network source of a machine not to work or be unavailable to its intended users. Frauds can cause a deny to service to individual victims(Taddeo et p 124). They can do this by deliberately entering the wrong password for enough consecutive times to the victims or the owner of the account to be blocked. They can also overload the capabilities of the machine or network hence prevent all users at once. The company should put another mechanism of credit card identification rather than the pin such that it’s not such easy to interfere with credit card pins. When frauds block the pin, there should be another alternative for identification with the card, .which will make it easy for the person to verify ownership for the card to be active again.
Direct access attacks. If the unauthorized user gains access to the company computers, he can directly copy data from it. The person accessing the computer can compromise security by interfering with operating system modification, keyloggers, covert listening devices, and installing software worms (Choras, et p 112-140). Even when standard security measures protect the company systems, it is possible to be bypassed when booting is enhanced by another operating system or tool from the CD-ROM or another kind of bootable media. The company should ensure that those who access their computer are only the authorized staff on their premises. This will ensure that customer information that is stored in their computers does not land in wrong hands. If this happens, the customer will sue the company for facilitating the linkage of his information without his permission. The company should install trusted Platform Module and Disk encryption, which are made specifically to prevent these attacks on computers. 
Dumpster diving. Both the company and the customer should ensure proper dumping of receipts. Throwing away receipts and documents with full credit numbers on them can put then the customer and the company at risk of cybercrime. The company should ensure that they shred all their receipts when they're dumping them as some contain crucial information of their customers like their credit card numbers(Choras et p 686-692). Cyber thieves can use these numbers to gain access to the credit card and make orders as the customer. Also, the company should enlighten its consumers on precaution measures to take to safe card their credit cards. 
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