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Introduction
  The diamond model is an approach used to conduct intelligence when a network has been intruded. As the name implies it has four major elements that are interconnected which contain every event. These core elements are: adversary, infrastructure capability and victim, these features are arranged in a diamond shape whereby the edges represent the existing relationship amongst features. The main assumption of this model is that for every event that is intruded, there is an existing adversary taking a step towards an intended goal through use of capability over infrastructure against victim to produce an end result. To analyze intrusions, it involves putting together the diamond by using the information obtained by the four features. 
The diamond model
The model takes a step further to define meta-features to support higher-level concepts which may include joining a number of events to form an activity gears and attack graphs (Caltagirone et al, 2013). An activity gear comprises a number of diamonds that represent an attack path through the graph (Lallie et al, 2017). While an activity gear signifies an intrusion that has already been identified, an attack graph on the other hand counts numerous paths an adversary could have taken in case there was an intrusion. When the intrusion has already been discovered, intrusion pattern and exploited weaknesses has inadequate available information. As a result of such therefore the Diamond Model came up with a platform that documents the events, the gears, the intrusions that would enable the structured analysis of such events. This therefore aids those analyzing the missing links, weaknesses and susceptibilities and the actual adversary ask the correct question [image: The Diamond Model of Intrusion Analysis. An event is shown illustrating the core features of every malicious activity: adversary, victim, capability, and infrastructure. The features are connected based on their underlying relationship.]spons.com 2013
 To tackle the intrusions a number of approaches based on the features. The victim centered approach for instance uses the victim as the principal element for hunting and aims at lighting the other elements (capabilities, infrastructure, and adversaries). It provides actionable results and is of great benefit and is by far the easiest approach. This approach captures many adversaries and is easy to obtain data. To do that therefore one method involves igniting attachments and hyperlinks and the other is to send receiver graphs analysis and header discrepancies. This approach works with both capabilities which are; the apparatuses and methods used by an adversary to compromise and operate against a victim (in our example: the malicious attachments) and the infrastructure which in our case would refer to: the consistent and physical elements essential in managing capabilities (for instance in our example: the email source, malicious attachment and URLs)

 Infrastructure centered approach hunters are granted access to identify the malicious infrastructure. Here domain name servers are monitored which the host has identified as malicious moreover newly registered domains for a particularly known sequence used by the adversary are monitored. Most importantly is that which the malicious infrastructure is observed directly with this method important intelligence such as capabilities used through the infrastructure, victims reaching out for the infrastructure can be gained. The capability centered approach has its main focus on determining intelligence from the adversary tools which in this case is mainly the malware. Lastly the adversary centered approach has it main objective on the adversary itself. To achieve visibility directly on the adversary it gives a wonderful and perfect acumen. Adversaries also operate within an infrastructure to conduct their intrusions.  
Diamond Model versus Kill chain
The cyber kill chain is a sequence of stages which trace stages when a cyber-attack is happening all the way from an initial exploration stages to exfiltration of data. The kill chain aids in understanding and fight ransom ware, safety disruptions, and advanced persistent attacks (APTs). It was formerly established to detect, get ready to attack, engage, and terminate the target (Spring et al, 2017). These model works in the following stages: Reconnaissance; this is a stage where observation is done; here attackers normally evaluate the situation from the outside-in, this is to detect both targets and strategies when there is an attack. Secondly intrusion which is basically what the attackers learnt in the first stage, they have the ability to intrude the systems: frequently leveraging malware or safety susceptibilities. Thirdly exploitation: this is an act of using weaknesses, and conveying malicious code onto the system this aids in getting hold of a better position. Thereafter is the privilege escalation whereby attackers frequently nee a little more rights on a system to be able to access some more data and go-aheads: for this to happen therefore there will a necessity for escalation of their privileges regularly to an Admin. Lateral Movement follows suit here whether there is higher consent, additional data or more access to systems attackers will be moving in lateral positions towards other systems and accounts so as to achieve more leverage. Thereafter in the obfuscation stage, attackers will cover their paths, and lay low for some time, they compromise the data, and delete logs to complicate and dawdle down any forensics team. The second last stage: denial of service, Interference with the normal access for users and systems, this happens so as to stop the intrusion from being supervised, tracked, or blocked. Finally exfiltration: here it involves removing data from the system that has been compromised.  
Conclusion 
  There is a greater similarity between these two figures however. Both of them interact at some point. For instance the four core elements (victim, adversary, capability, and victim) generate activity gears across the kill chain. These models analysis are corresponding (Al-Mahanadi, Hamad, et al, 2016). The kill chain permits an analysis to aim and involve an adversary to make the desired effects whereas the Diamond model on the other hand permits the analyst to develop tradecraft and comprehension on building and organizing the knowledge required to perform the kill chain analysis. After an activity gear has been developed by the analyst, strategies for each event along the thread can be recognized using the Kill chain strategy matrix. The only powerful thing about the Diamond model is that strategies can be designed to time multiple victims and across the activity of an adversary therefore making the actions very powerful because they additionally reduce the capacity of the adversary. To my view therefore they both work together to bring about effectiveneness.
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