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Abstract
This paper uses information from five peer reviewed journals to demonstrate the relationship of ethical issues and Big Data. Each of the journals focus on different aspects of Big Data. The first section of this paper defines what Big Data is and some of the ethical issues it creates. The following paragraphs go into detail on different aspects of Big Data such as user privacy, information security, arguments for and against Big Data, and how the information is viewed. In each of these aspects, different ethical issues are mentioned that are either violated or need to be addressed. This paper combines information from the five journals to point out the ethical issues listed in chapter two section one of the exploring management textbook surrounding Big Data. 
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Ethical Issues Regarding the Use of Big Data and Its Effects on
 Consumer Privacy and Security
	In the past decade, there has been a massive increase in the data produced by consumers in their everyday lives due to the invention of smartphones and a rise in the percentage of the world connected to the internet. Moreno, Sorrano, and Fernandez-Medina concluded that of all the data in recorded human history, 90 percent has been created in the last few years. Prior to 2003, five exabytes of data were created by humans, and this amount of information is, at present, created within two days. This massive surge of data available is referred to as Big Data. While Big Data may help companies increase profits and sales, Big Data systems usually contain an enormous amount of personal information (Moreno et al., 2016). What most consumers don’t realize is that they are voluntarily giving this data away. This paper will highlight some of the many ethical issues related to the use of Big Data and its effect on the privacy and security of the consumers. 
.	By analyzing digital data, corporations can speed the process of planning and can also reveal patters that can be further used in order to improve strategies (Adrian). Organizations use this real-time data to predict market trends and improve forecasting capabilities. This new strategy doesn’t come without controversy though.  At the turn of the century, the debate began over who controls personal information about the consumer. In a world where organizations can no longer know their customers personally, advances in technology combined with a need to serve customers as individuals have fueled the collection of personal information. It is possible for firms to efficiently gather, store, use, and exchange vast amounts of consumer information that are needed in a business environment characterized by largely anonymous, impersonal relationships (Culnan, Bies, 2003).  In many cases, there exists a violation of commutative justice. Although companies have a disclaimer in the terms of use about the collection of data, individuals have little idea concerning what data is being collected, let alone shared with third parties (Richards, King, 2014). Whether it’s keeping track of what items are viewed on shopping sites such as amazon and sending those consumers advertisements or if its google using the GPS in smartphones to calculate the traffic while using google maps. Culanan and Bies say that these uses of information both benefit consumers through greater convenience, access to personalized offers, and benefit organizations by creating customer loyalty and reducing costs; however, they also point out that the use of big data raises privacy concerns because of the potential for surveillance. 
	Many of the most revealing personal data sets such as call history, location history, social network connections, search history, purchase history, and facial recognition are already in the hands of governments and corporations. Further, the collection of these and other data sets is only accelerating (Richards, King, 2014). It is possible that these corporations are violating their moral rights obligations by not respecting consumer privacy, obtaining consent or protecting the consumers information. A failure of any of these duties can lead to harmful results for the consumer and corporation. For example, recently Equifax (one of the nation’s leading credit reporting agencies) had a security breach and over 140 million Americans personal information was exposed. The hackers accessed people’s names, social security numbers, birth dates, addresses and even driver license numbers. This led to debates about how much personal information organizations should have. 
	Those in favor of organizations ability to use Big Data argue that restrictions on corporations’ ability to access personal information only compromises the corporations’ ability to operate efficiently and hinders corporations’ ability to fulfil their corporate social responsibility. The opposition argues that if no restrictions are put in place, then the information could become available to anyone for the right price (Culnan, Bies, 2003). Those in the middle argue that corporate access to personal information must be balanced against a legitimate right of consumers to privacy, protection of which is afforded by self-regulation, laws and technology (Culnan, Bies, 2003) This creates an ethical dilemma on whether to fulfill corporate social responsibility at the costs of using personal information or to have heavy restrictions and limit the ability of organizations to maximize profits. 
	There are not many laws or regulations regarding Big Data information due to it being a relatively new concept and because most of the information gathered considers the users as data subjects and not human subjects. For the most part, the basic science conducted in these fields has had only distant contact with human data. Researchers represent themselves as dealing with systems and math, not people (Metcalf, Crawford). This data revolution is shaping much of everyday life but there is very little research on how to identify, track and mitigate the risk imposed on people who are (often unwittingly) participants in these experiments (Metcalf, Crawford). This results in a violation of the justice view of moral behavior as consumers information is treated as data and not personal information which have very different laws regarding security and usage. 






Conclusions and Future Study
	Companies having access to large amounts of personal data leads to many ethical issues such as; What data is ethical to use? How much personal information should one company have? Should companies exploit personal browsing data to increase sales? Can companies sell consumer browsing data to third party companies? And many others. These questions all exist in the ethical grey area where there are strong arguments for both sides. There are also violations of different moral rights views and different types of justices that need to be acknowledged and dealt with. For more information, read the journal articles listed in the references section of this paper. 
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