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Introduction
           In the world today, cryptocurrencies are considered essential technology innovations that enable people and institutions to have faster access to financial products and services cost-effectively. This has seen the business of cryptocurrency gain global acclamation as a suitable form of acquiring money readily. Saudi Arabia is one country that has significantly embraced the business of cryptocurrency. However, cryptocurrency is likely to give a foothold to various organized crimes such as money laundering, terrorist financing as well as corruption. The paper seeks to demystify the likelihood of organized crime using cryptocurrency to launder money in Saudi Arabia and create a plan for the Ministry of Interior that helps to prevent, mitigate, and respond to the issue.
Definition
           Saudi Arabia is turning to cryptocurrency since the business has various benefits. For instance, it is cost-effective and boosts efficiency as transactions can be implemented without the requirement for intermediaries like financial institutions. Nevertheless, the technology is marred with suspicious dealings of criminal activities. For instance, cryptocurrencies are utilized as a tool for financial crimes in the form of money laundering (Abdeldayem, AL Dulaimi, & Nekhili, 2020). Since cryptocurrency is legal in Saudi Arabia, criminals can ensure that illicit funds are introduced into the country’s financial system via intermediaries like banks and other financial institutions. This can be executed through online cryptocurrency exchanges. Typically, criminals may use exchanges that have less levels of compliance with AML regulations for the drive. The figure below shows various Bitcoin ATMs in Saudi Arabia.
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Innovation
           With the likelihood of organized crime using cryptocurrency to launder money in Saudi Arabia being high, it is prudent to develop a plan that will help prevent, mitigate and respond to the threat.
a. Prevention
The Saudi Arabian Monetary Agency (SAMA) should develop frameworks that increase financial compliance. Saudi Arabia has no defined set of regulations restricting people purchasing or spending bitcoins. This may make it possible for criminals to engage in the business of exchanging illegal funds via an online currency exchange. Thus when SAMA has enforced a framework such as AML, it will be possible to identify those who contravene the rules of cryptocurrency by participating in money laundering.
The enforcement of various regulations such as anti-money laundering and risk-based customer identification will help ensure that fraudulent activities are detected and suspicious activities become reported. Since there are no defined regulations that regulate the use of cryptocurrency in Saudi Arabia, the illicit transaction of money laundering has unfathomably increased. In this regard, the SAMA needs to introduce anti-money laundering rules to prevent illegal financial transactions from taking place.
b. Mitigation
The plan will illuminate possible ways to reduce the vulnerability of money laundering in Saudi Arabia. One of the most common ways is through the adoption of a block-chain technology that records the information of people purchasing and lending money to others through online cryptocurrency exchanges (Teichmann, & Falker, 2020). Block-chain technology is perceived as a secure technology due to different reasons. For example, it ensures that users can have trust regarding the transactions stored within the tamper-proof ledger are effective and reliable. A block-chain technology secures data and eliminates centralized points frequently targeted by cybercriminals. An important factor of block-chain technology is that it is impractical to overwrite and manipulate data. This will ensure that people with the motive of transacting illegitimate financial exchanges like money laundering can be detected and reported on time.
c. Response
The plan discourses the steps that the Ministry of Interior should use when money laundering is likely to take place. For example, it can adopt the “know your customer” policy that facilitates the identification of different customers of intermediaries such as banks and other financial institutions. By executing the “know your customer” policy, customers can trust that the people they engage in financial transactions via online cryptocurrency exchanges have a good record of participating in financial activities. Thus the Ministry of Interior has ensured that the “know you customer” policy has been enforced in the law. This will have an important effect on the use of cryptocurrency as it will create a secure and safe environment for cryptocurrency business.
Application
           In this section, the ethical and legal concerns that should be taken into account in every part of the proposed plan are addressed.
i. Prevention
           The frameworks that will be introduced by the Saudi Arabian Monetary Agency (SAMA) such as Anti-Monetary Laundering protocols should ensure that the privacy of customers is not infringed. Anti-Money laundering directives have the purpose of detecting and reporting illicit financial activities such as money laundering from taking place. The protocol ensures that customer relationships are monitored and to avert instances of dubious financial transactions from taking place. However, it is vital to ensure that the privacy of the customers involved in online cryptocurrency exchanges is protected and securely safeguarded. The AML rule has to ensure that customers’ cryptocurrency information is not pilfered to the general public without their consent. Hackers usually target online wallets for people using cryptocurrency. Hence they can utilize online wallets to transact the exchange of illicit funds.
ii. Mitigation
The development of application of block-chain technology leads to various ethical considerations such as meeting expectations – security, privacy, integrity along with efficiency – as well as the requirement to avert the unintentional facilitation of unacceptable conduct like crime. Thus when developing a block-chain technology to mitigate money laundering through cryptocurrency, the Ministry of Interior should make sure that the ethical issues have to be regarded. Block-chain technology has been instrumental in offering protection of personal data for customers using cryptocurrency to access money readily. Various ethical considerations have to be regarded when using block-chain technology. Foremost, personal data for customers has to be safeguarded to prevent it from being accessed by unauthorized people. In the contemporary world, the use of online platforms faces the challenges of ethics. For instance, criminal hackers can hack into the accounts of unsuspecting individuals and steal vital financial information that they can use for malicious activities such as blackmail or engage in the exchange of illicit funds. Thus the Ministry of Interior has to propose the essential ethical considerations required to secure customers’ cryptocurrency information.
iii. Response
“Know your customer” policy refers to a standard due diligence process utilized by investment companies. It is used to assess investors transacting business. The adoption of the “know your customer’ policy should be done with the primary motive of ensuring that people engaging in various transactions such as purchasing and lending money are known to potential sellers and buyers on online cryptocurrency exchanges. This will help identify people who engage in the exchange of illicit funds. ”Know your customer” policy is an important policy that should be enforced on cryptocurrency by the SAMA due to its myriad benefits. Firstly, it ensures that clients are taken through rigorous checks to ensure that customers understand and know people exchanging money via online cryptocurrency exchanges. In this regard, the policy will create a secure and trustworthy environment that ensures financial transactions undertaken are legal. Also, the “know your customer” policy is beneficial in streamlining the onboarding experience enabling the financial transactions to be significantly transformed (Kapsoulis et al., 2020).  Also, the seamless Know Your Customer workflows will convince the customers to feel that they are working with other legitimate individuals with clean financial backgrounds. Most importantly, the “know your customer” policy has the purpose of establishing trust in different customers involved in an online financial transaction through cryptocurrency. For instance, the rigorous checks of the profiles of customers to be involved in exchanging funds help to ensure that potential clients are not entangled in illegal business activities.  
Justification
           In this section, various contingencies of the proposed plan are discussed.
· Prevention
           Anti-money laundering directives are significantly crucial in forestalling the practice of exchanging illicit funds through online cryptocurrency exchanges (Adiyatma, & Maharani, 2020). However, when AML protocol is not properly executed by the responsible personnel, the fundamental purpose of the framework may be compromised. Hence the Ministry of Interior needs to ensure that AML directives are adopted and executed as required.
Firms dealing in cryptocurrency will have to comply with the Bank Secrecy Act to implement anti-money laundering (AML) rules. The AML rules have the purpose of helping to detect and report suspicious activities such as predicate offenses regarding money laundering (Pol, 2020). The requirements of anti-money laundering directives that the Ministry of Interior will enforce in cryptocurrency are myriad. Foremost, the program to be rolled out has to be reasonably designed to ensure that customers and sellers involved in financial transactions via online cryptocurrency exchanges can be identified. This would aid in the detection and reporting of fraudulent activities of people engaging in the exchange of illicit funds. Also, the program will have essential risk-based procedures that will be used to conduct ongoing customer due diligence like recognizing the nature and objective of customer relationships.
· Mitigation
Block-chain technology is remarkably significant in ensuring that customers participating in the sale and purchase of financial products and services via online cryptocurrency exchanges (Vivekanadam, 2020). Alternatively, the Ministry of Interior can fight the crime of money laundering by encryption technology. This technology is important in enabling better levels of security of the parties involved and financial transactions they take part in.
           The Ministry of Interior should consider deploying the use of Advanced Encryption Standard within online cryptocurrency exchanges to ensure that financial transactions undertaken by customers are monitored. Cryptocurrency has been marred with various crimes such as terrorist funding and money laundering. Hence it is crucial for people with such motives to be barred from taking part in an illegal financial transaction. When the Advanced Encryption Standard has been enforced within cryptocurrency, it is possible for the customers to be identified which will help detect and report illicit financial transactions they may engage in.
· Response
Even though the “know your customer” policy is an effective way for customers to know one another before engaging in financial transactions, it may be marred with infringement of customers’ privacy. Thus the Ministry of Interior can mitigate this problem by ensuring that data for the customers are safeguarded and safely secured to prevent pilferage of their data.
Cryptocurrency account hacking is significantly increasing. Hackers take advantage of the valuable assets of unsuspecting customers by accessing their data unauthorized. Thus the Ministry of Interior can propose the need for customers to utilize a hybrid approach to digital wallet security. Online wallets are widespread and have attracted the attention of criminal hackers (Shrivas, Yeboah, & Brunda, 2020). To avert the vulnerability of being a victim of criminal hackers, the Ministry of Interior can propose the use of offline or physical wallets to be more considered by consumers of cryptocurrency. Customers should store the majority of their cryptocurrency information in offline wallets. However, keeping the cryptocurrency information in offline wallets does not guarantee security. Therefore, offline wallets have to be securely stored in secure places like as safe or safety deposit boxes.
Conclusion
           The plan recognizes the consequences of organized crime that can arise when using cryptocurrency like money laundering in Saudi Arabia. It describes various strategies that should be enforced by the Ministry of Interior to ensure that money laundering through cryptocurrency is averted. The strategies are categorized as prevention, mitigation and response. Prevention entails actions that can be done to forestall the future occurrence of the crime. On the other hand, mitigation encompasses the actions to be taken to surmount the problem that is already happening. Response refers to the measures undertaken to conquer the problem. The Ministry of Interior of Saudi Arabia has to take into account the various proposals of the plan and ensure that they are properly implemented to resolve the issue of money laundering orchestrated through criminals via online cryptocurrency exchanges. Therefore, it meticulously highlights various steps that can be utilized by the Ministry of Interior to forestall the potential threat. The fundamental objective of the plan is to ensure that customers who engage in financial transactions via online cryptocurrency exchanges do not take part in the exchange of illicit funds.  
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