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Lab 6: Routing using RIP 
Objectives
· Set up an IP addressing scheme using Class B networks
· Configure the dynamic routing information protocol (RIP) on routers
· Observe routing activity using the debug ip route command
· Prevent routing updates through an interface to regulate advertised routes
· Use the passive-interface command and add a default route
· Gain access to a router with an unknown privileged EXEC (enable) password
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Part 1: Creating the network.
Step 1. Locate all the necessary equipment
· Two ethernet cables
· Two console cables
· One serial cable (one side DTE, the other side DCE)
· Two routers
· Two computers
Step 2. Make the connections
Connect all the wires according to the figure above.

Part 2: Erasing and reloading the router.
Step 1.  Erase command
Use the command:
	Router#erase nvram
What this command does is delete everything on the non-volatile RAM. This will reset the startup-config to its default settings.

Step 2.  Reload
Use the command:
	Router#reload
This will restart the router.
Part 2: Configuring the Routers
Step 1. Configure the routers according to the following settings
	Router Designation
	Router Name
	FastEthernet0 address
	Interface Type (serial)
	Serial0 Address

	Router 1
	GAD
	172.16.0.1
	DCE
	172.17.0.1

	Router 2
	BHM
	172.18.0.1
	DTE
	172.17.0.2



When configuring the Serial0 on the GAD, make sure to use the command:
	GAD(config-if)#clock rate 64000
Step 2.  Check the routing table entries
Use the command show ip route for both GAD and BHM:
	GAD#show ip route
	BHM#show ip route
This will display the IP routing table.
Q: What are the results?
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Step 3.  Configure the routing protocol.
From the global configuration mode on GAD, enter the following:
	GAD (config)#router rip
	GAD (config-router)#network 172.16.0.0
	GAD (config-router)#network 172.17.0.0
	GAD (config-router)#exit
From the global configuration mode on BHM, enter the following:
	BHM (config)#router rip
	BHM (config-router)#network 172.17.0.0
	BHM (config-router)#network 172.18.0.0
	BHM (config-router)#exit

Step 4.  Configure the hosts with proper IP addresses, subnet masks, and default gateways.
Use the following settings.
	Host
	IP address
	Subnet
	Default Gateway

	GAD Machine
	172.16.0.2
	255.255.255.0
	172.16.0.1

	BHM Machine
	172.18.0.2
	255.255.255.0
	172.18.0.1




Step 5.  Verify that the network is functioning.
From the host attached to GAD, ping the BHM router’s FastEthernet interface.
Q: What are the results?
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From the host attached to BHM, ping the GAD router’s FastEthernet interface.
Q: What are the results?
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Step 6.  Show the routing table
From the privileged EXEC mode, examine the routing table entries.
Q: What are the entries in the GAD routing table?
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Q: What are the entries in the BHM routing table?
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Step 7.  Verify that routing updates are being sent.
From the privileged EXEC mode, type the command debug ip rip. Wait at least 45 seconds.
Q: What is the output?
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You can turn off the debugging by typing undebug all or no debug ip rip.
Step 8.  Show the RIP routing tables for each router
Enter show ip route rip.
Q: List the routes listed in the routing table:
R    172.18.0.0/16 [120/1] via 172.17.0.2, 00:00:11, Serial0

Step 9.  Stop the routing updates from GAD to BHM.
On the GAD console session, enter global configuration mode. Enter router mode (router rip). Use the command passive-interface serial0. This step prevents the GAD router from advertising its routes to the BHM router.
To confirm this change, use the debug ip rip events command on the GAD router. Verify that the router is no sending updates out the interface to the BHM router. Afterwards disable the debug.
From the BHM router, issue show ip router to verify that you have removed the route to the GAN LAN.
Q: Attempt to ping from the computer in GAD to the computer in BHM. What is the response?
Continues to ping.
Confirm that the BHM router is still sending updates to GAD, using the debug ip rip events command on the router. Don’t forget to disable the debug.

Step 10.  Verify that routing updates are being sent.
Because BHM is not getting routing updates, it does not have a route to the outside world. You must provide it with a default route. A default route is the route by which the router sends data if the routing table does not have a specific route to use.
From global configuration mode on the BHM router, enter the following:
	BHM (config)#ip route 0.0.0.0 0.0.0.0 172.17.0.1
Verify that the default route is in the BHM routing table be issuing the show ip route command.
Q: Record the output.
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Ensure that you can ping from the computer in GAD to the computer in BHM. 
Still pings
Part 3: Password Recovery Procedures
Steps for password recovery
· In the user EXEC prompt, type show ver. Record the value displayed for configuration register.
· Turn off the router, wait a few seconds, and turn it back on. When the router starts displaying “System Bootstrap, Version…” on the Tera Term screen, press Alt key and B key together. The router will boot in ROM monitor mode. Depending on the router hardware, you get one of several prompts, such as rommon1? or simply >
· Type ? at the prompt. Is confreg in the command list?
· From ROM monitor mode, type confreg 0x2142 to change the configuration register
· From ROM monitor mode, type reset
· Because of the new configuration register setting, the router will not load the configuration file. When the system prompts, “Would you like to enter the initial configuration dialog?” enter no and press Enter
· Use the command copy startup-config running-config to restore the existing configuration. Because you are already in privileged EXEC mode, you do not need a password.
· While still in global configuration mode, type config-register XXXXX, where XXXXX is the original configuration register value recorded.
· Return to privileged EXEC mode
· Use the copy running-config startup-config command to save the new configuration
· Before restarting the router, verify the new configuration setting. From the privileged EXEC prompt, enter the show version command.
· Verify that the last line of output is the following: configuration register is 0x2142
· Use reload command to restart the router
Anyone with this procedure and access to console port on a router can change the password and take control of the router. That is why routers must also have physical security to prevent unauthorized access.
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