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	We are in the data age where security or data integrity is of great consideration. Log analysis is one of the many methods that are employed in the security industry to view network users’ activities and troubleshoot certain network issues. In our case, we have various log information that indicates all operations that relates to the users and the web server. Certain log data in the file seemed very suspicious including ‘reverse mapping checking getaddrinfo for 69.80.208.web-pass.com [208.80.69.74] failed - POSSIBLE BREAK-IN ATTEMPT!‘. This particular line indicates that a person tried to do an automated attack on the secure shell (SSH) in the web server (McNab, 2016)
    This particular line-‘reverse mapping checking getaddrinfo for 69.80.208.web-pass.com [208.80.69.74] failed’- indicates that someone using an IP address with misconfigured PTR records is trying to access the SSH in your web server. The attackers PTR record is either outdated or the ISP used has improper reverse records that relate to the dynamic IP addresses. The log data may also indicate that an intruder may have sent traffic to your web server with false IP address information. The message-‘POSSIBLE BREAK-IN ATTEMPT!’-is a message displayed by the server to aid in log analysis procedure (Ashok, 2009)
    This information can be used in a forensic investigation to detect any possible network intrusion and alert the network administrator. The intruder can be traced by using the IP address displayed in the log data. These data can be used against an intruder in a court procedure as it holds critical information including IP address of the attacker and the time of the possible attack (McNab, 2016)
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