[bookmark: _GoBack]NITROBA CASE
Map out the Nitroba dorm room network.
The dorm room network consists of various networking components including clients’ machines, a packet sniffer to view all the network traffic and a network switch. The network has been indicated below;
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Find and document who sent email to lilytuckrige@yahoo.com
Network miner was involved in revealing the senders credentials. The sender’s IP address is 192.168.15.4. Below is a screenshot of the sender’s credentials;
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Look for a TCP flow that includes the hostile message
The hostile messages that were sent include;
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The TCP information has been indicated in the screenshot below;
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Find and document information in one of those TCP connections that IDs the attacker.
A screenshot indicating all the TCP connections that identifies the attacker has been shown below;
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In the first TCP flow, we can see the IP address of the attacker (192.168.15.4) and the destination email address (lilytuckrige@yahoo.com). The HTTP protocol in the network information above indicates a web browser was the application that was used in the sending process. The message headers of the conversion can easily be identified via Network Miner application. The message headers information is as shown below;
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Submit a forensic report detailing your findings. 
In my forensic investigation, I happened to use a variety of network tools including Wireshark and Network Miner. Wireshark is the best network sniffing tool in existence due to its large composition of network tools. The first step that was taken in this forensic investigation was to download the pcap network file into Wireshark and Network miner. 
1. Investigation Timeline
At 01:51:07 UTC on 22nd day of July 2008, the network sniffing or packet analysis begins.
At 06:02:57 UTC on the same day, the hostile message is sent to lilytuckrige@yahoo.com via a web browser (HTTP). The IP address of the sender is 192.168.15.4
At 06:04:24 UTC, the second hostile message is sent to the same email.
At 06:10:32 UTC, the packets capture process in Nitroba dorm room network ends.
2. Which IP addresses are of interest?
The sender’s IP address is of key concern. The IP address will help in identifying the sender’s location and other essential data. The senders IP address is 192.168.15.4 as shown in the below;
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We must remember that the sender’s full details were encrypted to hide the identity. 
3. Sender’s Credentials
1. The IP address as shown earlier was 192.168.15.4. This is a class C IP address.
[image: ]
2. The senders email address (the_whole_world_is_watching@nitroba.org) is based on Nitroba organization.
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3.  The operating system that was being used was Apple.
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4. The sender’s location
The email address points to a student inside the network. The IP address (192.168.15.4) will ID the student by displaying the exact location.
The sender must have been knowledgeable of network skills since he/she was able to apply anonymous means to hide some of the credentials.
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