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Port 22
Protocol: Secure Shell.
Closed: If open, an attacker may have access to the packets of the server if misconfigured.
Port 31
Protocol: Message Authentication Service.
Open: Message authentication processes.
Port 139
Protocol: NetBIOS-SS
Closed: NetBIOS holds crucial information.
Port 80
Protocol: HTTP 
Open: Response to requests.
Port 554
Protocol: Real Time Stream Control Protocol.
Closed: RTSP packets may be sent by an attacker to exploit vulnerability found in Vivotek IP cameras.
Port 1025
Protocol: Network Blackjack.
Closed: Network Blackjack has vulnerabilities.
Port 1026
Protocol: Calendar Access Protocol
Open: Allows remote server access to the calendar
Port 1234
Protocol: Infoseek Search Agent
Open: Allows browsing capability.
Port 1243
Protocol: Serial Gateway
Open:  Allows transfer of serial communications by Serial Communications Unit.
Port 2989
Protocol: ZARKOV Intelligent Agent
Open: 	Facilitates communication services
Port 5357
Protocol: Provision of web based services (WSDAPI)
Open: Internet connection is essential in WSDAPI.
Port 1060
Protocol: Polestar service
Closed: If necessary, the connection may be open to establish a connection with Polestar.
Port 2105
Protocol: Minipay
Port 1034
Protocol: ActiveSync Notifications
Open: Allows real time notifications.
Port 1801
Protocol: Microsoft Message Queuing
Open: Allows monitoring of incoming and outgoing messages
Port 1027
Protocol: Native IPV6 (NAT Premises Equipment)
Port 2103
Protocol: Zephyr Notification Service serv-hm connection
Open: Allows the Zephyr notification service
Port 2107
Protocol: BinTec Admin
Closed: Opened when using BinTec routers only
Port 2869
Protocol: IC SLAP 
Open: Enables sending of error logs
Port 10243
Protocol: Windows Media Player Network Sharing
Open: Windows Media Player connection
Port 1947
Protocol: Back Orifice (BO)
Closed: Opened unless during remote access by BO
Port 137
Protocol: NetBIOS
Open: Allows NetBIOS services
Port 138
Protocol: NetBIOS Datagram Service
Closed: connectionless and no guaranteed reliable communication
Port 1434
Protocol: MSSQL
Open: Provide access to MSSQL
Port 1900
Protocol: Simple Service Discovery
Closed: Network vulnerability
Port 3702
Protocol: Web Services Dynamic Discovery
Open: Allow service location
Port 4500
Protocol: Network Address Translator Traversal (NATT)
Open: Allow NATT.
Port 58009
Protocol: Trojan service
Closed: Prevent Trojan access
Port 5353
Protocol: Multicast DNS
Open: Allows DNS functionality
Port 5355
Protocol: Local Multicast Name Resolution
Open: Allows host name resolution


Port 6129
Protocol: Dameware
Closed: Prevent unauthorized logins
Port 9000
Protocol: SonarQube web server
Closed: Not used for basic services
Port 9001
Protocol: ETL
Closed: Prevent unauthorized privileged access
Port 16959
Protocol: Subseven
Closed: To prevent Trojan Attack.



