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ABSTRACT 
       Computers have become an integral part of our lives and in so doing, challenges have come up when dealing with security in regard to computers. Challenges that are so prevalent include worms and viruses. In this paper, we will discuss computer worms, their structure and how they spread and attack.
KEYWORDS
Worm –A program that self-propagates or self-replicates itself in order to spread to other computers, mainly via a computer network 
Author – the person/attacker that designs the worm.
Network – a connection between two or more computers.
INTRODUCTION
     Computer worms are programs that self-propagate or self-replicate themselves in order to spread to other computers, mainly via a computer network, which can be as small as a peer network between two computers or as large as the internet. Computer worms may be confused with viruses but the main difference is that computer viruses, thought self-replicating like the worms, they do not spread via a computer network.
WORM STRUCTURE
The structure of a computer worm can be broken down into six major parts; locating the computer target, Propagation of the worm infection, remote access, remote control and remote update interface, worm life-cycle change and management, worm payload and tracking of the computer worm.
a) Locating the computer target
A computer worm usually has a mechanism to scan other computers on the network via open ports and scan for details like email addresses and website passwords that can aid in its spread over the network.
b) Propagation of the worm infection
This is the mechanism by which the computer worm effectively uses to transfer or propagate itself and take over the new computer system. The worm authors mainly use scripts that are cross platform in order to maximize the success rate of the worm running on different platforms without having to change the structure or code of the worm.
c) Remote Access, Control and Update Interface
Remote access and control is used to effectively maintain communication between the worm and the author. The author can send messages to the worm with an intended task to be run on the target or machine, of which majority are denial of service instructions or any destructive operation. The update interface is used to push updates to the worm, which can be used to change the behavior of the worm to help it evade better or even to introduce a new mechanism on how the worm operates.
d) Life-Cycle Change and Management
Some worms run for a specific period of time and stop depending on the payload and version of the worm or specific computer system. Some are updated by the author and change structure to prolong their life period or lifespan in the target computer system. However, some worms run without terminating themselves.
e) Payload
This is primary purpose or aim of the computer worm and it’s designed subject to the author’s desire. Some worms can communicate and collaborate to perform a denial of service attack or to perform any other malicious task on the network on which they are running. This is dictated upon by the payload.
f) Tracking of the worm.
This is common to many computer worms but not all. Those authors that are interested in following up the progress of their worms and to what extent they have spread can program the worms to send back email messages to the author or send back data in a UDP datagram[1] which doesn’t require confirmation of delivery, hence not compromising its hidden nature.
WORM ATTACK
a) Worm Attack 
Worms generally attack computers within the same network by scanning open ports or IP addresses within the network. The scan can be random or can be hard-coded to scan several static ports and addresses.
Target Space
The worm can propagate itself through a peer network, email, or the internet.
Propagation Mechanism
The worm can copy itself in full to the target machine. This is known as self-propagation.
 The worm can also copy or send bits of malicious or destructive code to a target machine without necessarily copying itself in full. 
The worm can also embed itself to an application and in case the application is copied or transferred, the worm is copied in the process. [2]
ACTIVATION
This is the means by which the worm gets activated on the target machine and then spreads after infecting the target machine.
Human Activation
The worm activates when a user executes the program that the worm is packaged in. This mainly happens when the user is deceived by means of social engineering. [3]
Scheduled Process Activation    
Worms in this case activate themselves by relying on a system process that runs at a particular time.
CONCLUSION
Worms pose a significant challenge and this paper has discussed briefly the worm structure and the means by which a worm attacks computer systems. I hope that it can aid in more understanding of how worms spread themselves and how they attack.
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