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wordd not found in glossary

Debug the code and/or aigorithm as necessary. If you need to make modifications,
you should record them in your notebook and update the code you are pasting in
for part i

In answer to this part of the question, past into your solution document a
screenshot of your tests of the function

If you were unable to get the function working correctly, you should still paste in a
screenshot, and explain briefly how the results are different from what you were
expecting

Now you need to make changes to the part of the program that implements the
interactive loop, so the user is offered a choice between entering s to show a
flashcard, d to look up a definition, or  to quit

Ifthe user enters s, the show_flashcard() function should be called
Ifthe user enters d the look_up_definition() should be called
I the user enters g the program should quit

Ifthe user enters anything else. the program should print a message reminding
them what the possible options are.

Once you have made the changes, run the whole program and test it First choose
5 10 see a random flashcard, then choose d and enter word1, then choose d and
enter word4, and finally enter q to quit. Take a screenshot of the Python shell,
showing these tests being carried out, and paste it into your solution document

Alternatively. if you were unable to produce a test dialogue because you could not
get the program to function as intended, you should briefly explain how a
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successful test dialogue would look.

Also paste, as text, in the solution document, your code changes to the interactive
loop.

V. Next, modify the docstring for the program as a whole to reflect the changes you
have made.
‘Save your final version of the Python program and submit it as 02_0UCU. py
(where OUCU s your OU computer username, e.g. abc123) in your TMA zip file

Also paste a copy of your final Python program into your solution document as
text

Vi Finally, copy the notebook you have kept for this question into the corresponding
part of your Solution Document

(19 marks)

b. Suggest one further small extension or improvement of your own to the modified
flashcard program. Outiine what the extension does and include any additional
‘algorithm step(s) needed, either in the functions, or in the interactive loop. Note that you
are only required to describe the extension, as specified above, and do not need to
implement it in code.

The maximum word count for this part of the question is 150 words, including added
algorithm steps

(4 marks)

(Total 23 marks)
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Question 3 (17 marks) |:|

This question tests your understanding of Block 2 Part 7.3 (Authentication and introduction to
hashing) and Block 3 Part 3

a. Consider each situation in tum and for each say whether hashing, encryption or both
would be applicable, and briefly outline how it would be used.

1. Auser logs in to an oniine shop
2. Auser shares a document with another person over a network. The document is

not confidential, but the parties involved want to be able to check the document
has not been accidentally corrupted on route.

3. Auser shares a document with another person over a network and wants to be
able to sign' t, so the recipient can be sure who the document came from

(10 marks)

b. What is the maximum amount of time that it would take a computer that can test 1000
billion (10'2) keys per second to carry out a brute-force attack on a file encrypted using
128-bit AES? Give your answer in years, using scientific notation, correct to 2 significant
figures. You may assume a year is 3.2 x 107 seconds and you may use a calculator to
help work out the answer.

‘Show all your working cleariy in a way that wil help your tutor understand how you
arrived at your answer.

(7 marks)
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Question 4 (13 marks) |:|
This question tests your understanding of Block 3 Part 4.

Section 4 4 explores the balance between encryption systems and law enforcement's desire
1o have access to digital communication. Specifically, Section 4 45 discusses the difficulties
of maintaining strong encryption with any encryption system that has a backdoor.

In July 2019, at a summit of intelligence agencies from Australia, Canada, New Zealand, the
UK and the US. Home Secretary Priti Patel called for backdoor access to messages
exchanged on Whatsapp service. In September 2019, the Telegraph reported that Facebook,
the owner of WhatsApp. is set to reject the Home Secretary's calls for backdoor access.

Read the Telegraph article in the file TelegraphArticle Question 4 docx (avalable on the
Assessment tab of the module website).

Drawing on the module materials and the Telegraph article, write a short summary of the
debate around encryption backdoors. Your answer should cover

= why law enforcement, such as the NCA, is concerned about encryption
= why providing backdoor access can have negative consequences

- what alterative to providing backdoor access Facebook is offering

and end with a reasoned conclusion as to whether you think law enforcement should have
access to a backdoor into encryption systems or not

Provide a reference to the Telegraph article using the OU Harvard referencing style. The
reference does not count towards the 250 word limit

The maximum word limit for this question is 250 word.

(Total 12 marke)
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Question 5 (15 marks) |:|
This question tests your understanding of Block 3 Part 5.

Mary is studying computing and IT and has just leamed about SQL and SQL injection (SQLI).
‘She wonders whether any of the sites she uses may be vulnerable. She decides to test the
security of the sites of her bank, GP, her children’s school and her University by entering
various SQL query strings into the forms of those sites in order to find out whether any data
will be retumned that isn't meant to be seen by her. As It tums out, none of the sites responds
1o the SQL queries that Mary tries

a. Has Mary committed a CMA Section 1 offence? Explain your answer.
The maximum word limit for Question 5(a) is 50 words.

(6 marks)

b. Has Mary committed a CMA Section 2 offence? Explain your answer.
The maximum word limit for Question 5(b) is 130 words.

(6 marks)

c. Briefly describe three ways in which the sites that Mary visited may have been hardened
‘against SQLi attacks.

The maximum word limit for Question 5(c) is 90 words.
(3 marks)
In answer to Questions 5(a) and 5(b), you may present your explanation as text or as an

argument map. If you decide to include an argument map, make sure to follow the
quidelines in the T112 Assessment Guide on ‘Creating drawings and screenshots’
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Question 6 (20 marks) |:|

This question tests your understanding of Block 3. Additionally, you are expected to follow the
quidance on report writing that is provided in Section 1.5 of Block 2 Part 1

The introduction to Block 3 included part of a speech by Martha Lane Fox, in which she
spoke of the need for greater digital understanding.

For this question you are required to write a short report on digital understanding.
‘Your report should contain two main sections:

1. How has your digital understanding changed because of studying TM112 Block 3?
‘You should explain what you have learned. Give at least one example of an activity that
you have completed as part of TM112 Block 3 and that has changed your digital
understanding. Explain how it has changed your understanding: What understanding did
you gain by doing it? You should support your explanation with at least one reference to
the module materials.

2. How could you improve your digital understanding further in the future?
Give at least one example of a recent development (.g. from a news story) that
requires you to further develop your digital understanding. Include a reference (this must
be to material outside the TM112 module materials). Describe the example and in what
way the example (or an aspect of the example) goes beyond what you have learned in
TMI12

Make sure your report addresses the two questions above. You will be marked on the depth
and quality of your discussion, nof on the number of examples that you cover.

The maximum word limit for Question 6 is 500 words.

Your report should meet all the requirements in the following checklist. A substantial number
of the marks for this question are allocated 1o the elements of this checklist.
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- Audience, language, structure and good academic practice

My report is suitable for a non-technical audience. (I have explained any terms that
2 non-technical audience may not be familiar with. )

I have used a spell checker and a grammar checker, and read through my report
to make sure t is clear (i.e. that the ideas / argument flow(s) in a logical way)

1 have structured my report using paragraphs for each independent idea
(Paragraphs should not be too long, and nor should there be multiple, very short
paragraphs.)

The report is in my own words and | have properly indicated any direct quotes.

1 have included appropriate references (at least two, one as part of your answer to
each of the two questions above), and they are in the OU Harvard format.

« Contentand structure

I have given my report an appropriate itle.
My reports starts with a brief introduction
My report contains two main sections as required by Question 6 of this TMA.
My report finishes with a brief conclusion

1 have indicated a total word count at the end of the report, and it is near and
within the limit. (References should not be included in the word count Title and
headings should be included in the word count ) Piease note that you will gain no
marks for any words that are over the word limit

(Total 20 marks)
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Question 7 (5 marks) |:|

a. Include a screenshot showing an overview of all the Block 3 quiz questions you
‘engaged with. You must follow the detalled instructions in the T1112 Assessment guide
on including screenshots of quiz questions.

(2 marks)

b. Write a few sentences in which you tell your tutor about your experience of the quiz. For
instance, you may have found some Block 3 quiz questions particularly interesting or
challenging. In that case. tell your tutor why you found these questions challenging o
interesting

‘You can discuss quiz questions and their answers on the Module discussion and Python
‘el forums. If you have done o, then (in answer to this question) you can also write
‘about your experience of discussing the quiz questions with fellow students/moderators

Think of your answer to this question as an opportunity to communicate with your tutor.
The maximum word limit for Question 7(b) is 100 words.
(3 marks)

(Total 5 marks)
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Question 1 (7 marks) |:
This question tests your understanding of Block 3 Part 1

Explain how a hard disk drive is organised as clusters and sectors. What are the implications
for security, speed and efficiency?

You should answer in whole sentences in your own words.
The maximum word limit for Question 1 is 150 words.

(Total 7 marks)
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Question 2 (23 marks)

This question tests your understanding of Block 3 Part 2 and, more generally, the problem-
solving and Python programming skills that are covered by the module. The question is
concerned with an extension to the flashcard problem you studied in Block 3 Part 2.

You may find it useful to read through the whole question before starting to answer it

In the original flashcard problem, a user can ask the program to show an entry picked
randomly from a glossary. When the user presses retur, the program shows the definition
corresponding to that entry. The user is then given the option of seeing another entry or
quitting

Asample session might run as follows:

Enter s to show a flashcard and q to quit: s
Define: wordl

Press return to see the definition
definttion1

Enter s to show a flashcard and q to quit: s
Define: word3

Press return to see the definition
definition3

Enter s to show a flashcard and q to quit: g

The flashcard program is required to be extended as follows:




image3.png
Box 1 - Specification of extended problem

In the original problem the user can ask to see a random flashcard and then after they
press return, they are shown the corresponding definition. In the extended problem, as
an altemnative to the flashcard being chosen at random, the term to be looked up in the
glossary can be input by the user.

Ifthey pick this option, the program prompts them to enter a word. It then checks if the:
glossary contains this word as a key and, if so, prints a suitable message giving the
corresponding definition. If the word is not found a suitable message is printed informing
the user of this.

The user can repeatedly choose to either see a random entry or input a word of their
own, or choose an option to quit the program.

Asample dialogue might run as follows. The parts that differ from the original flashcard
program are underiined. word1 and word3 are in the glossary, word4 is not

Enter s to show a flashcard, d to look up a definition or q to quit: s
Define: word3

Press return to see the definition

definttion3

Enter s to show a flashcard, d to look up a definition or q to quit: ¢
Please enter your word: wordt

The definition of wordl is definitionl

Enter s to show a flashcard, d to look up a definition or q to quit: ¢
Please enter your word: wordé.

wordé not found in glossary_

Enter s to show a flashcard, d to look up a definition or q to quit: x
You need to enter q, d or .
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Enter s to show a flashcard, d to look up a definition or q to quit: q

Box 2 - Keeping a notebook
As you work through part (a) of this question you should keep a notebook. You will need
this for your answer to part (a)(vi). This should be very brief: it is simply a record of your

personal experience while working on the task and what you feel you have learned from
it

In your notebook we suggest that you record the following information:

How Abrief description of how you went about the task.

Resources  What documentation if any, you consulted (including course materials
and any online sources) and which you found most useful. There is no
need for fullreferences, just note the source, and ~in the case of the
course materials — what the relevant part and section or activity was.

Difficuties  Anything you found difficult about the task. and how you dealt with it

Lessons Anything you learned from the task that would be useful if you faced a
learnt similar problem in the future.

There is more than one way of solving the extended problem but the approach we ask you to
follow for this TMA starts by addressing the sub-problem of prompting the user to enter a
‘word and then either displaying the definition of that word or informing the user the word was
not found.
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Begin by writing an aigorithm for the subproblem. show definition, described in the
middle paragraph of Box 1 above, and repeated here for convenience:

the program prompts them to input their word. It then checks if the glossary
‘contains this word and if so prints a suitable message giving the definition. If their
word is not found a suitable message is printed informing the user of this.

At this stage no looping is involved and the steps of the aigorithm only need to do
what s asked for in the paragraph above, and nothing more. Your algorithm will
need to cater for the two cases of the word being present in the glossary or not
being found. and to print suitable messages, following the two formats seen in the
sample dialogue given above.

The steps of your algorithm must be written in English and not use any Python
code. The algorithm should be high-level and at a similar level of detal to the
solution to Activity 2 24 of Block 3 Part 2, where an algorithm s given for show
flasheard.

Next you will ranslate your algorithm into Python code.
We have provided a starter script which is included in the download for this TMA
25 02..py. This script is a modified version of the first complete version of the
flashcard program as developed in Block 3 Part 2. The only change we have made
to the code is that we have added the first line of a new function

ook _up_definition().You will need to uncomment this line before you start
‘adding the body of the efinition

Begin by saving a copy of the provided program as 02_0UCU. py (where OUCU is
your OU computer usemame, €.g. abc123)
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Complete the body of the function look_up_definition() sot transiates into
Python the steps of the algorithm you wrote in Part i

Make sure you write a suitable docstring for the function

Copy your Look_up_definition() function and paste it into your solution
document for part i. of this question as text. Only do this once you have tested
your function as per part . of this question

When you have modified the Look_up_definition() function, test it as follows.

Run the program and, when asked to make a choice, immediately enter q 5o the
program quits.

Although the program has qui the function Look_up_definition() is still loaded
into memory and can be called from the shell. To test it first enter
Took_up_definition()

>>> look_up_definttion()
When prompted enter word1
>>> look_up_definition() Please enter your word: wordl

Ifthe function s correct, then - when you press retumn - you should see the
message

The definttion of wordl ts definitioni
Repeat this process but this time enter word4 at the prompt
>>> look_up_definition() Please enter your word: wordd

This time when you press retum you should see the message




