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Background information
Internet scam uses internet services and software to defraud people by taking advantage due to their little knowledge in internet issues. Internet scams have fraud billions of money from citizens, and there is an alarming rate in which they are increasing globally. There are high profile methods that are being used in frauds to access their target. They include data breach, and this involves the leak of data from secured locations to untrusted people. Data is stored for personal purposes; when it leaks, there is more risk to scams. Denial of service is when an authorized user of a network is not able to access it anymore. Email account compromise involves using emails to request for payments to fraudulent people. There is the use of malware. This is software that is used to disable computer systems. Spoofing is when individuals use faked electronic documents to acquire favour from other people. Ransomware is used to deny the availability of critical data of internet users. A business email compromise is made to specifically target the business entities where unauthorized money transfer is done. 
Introduction
In this context, we are researching the known techniques that malicious people use to get unauthorized access to financial data and personal information. Some of the internet scams include phishing email scams; these are malicious attachments of emails sent to company employees. These emails are dangerous because people can fetch essential data about an organization that can fraud the organization. The effects of phishing are critical because they can destabilize the company operations. The cybercriminals will send emails to the employees and try to trick them into providing essential information about the company that include the login credentials from the bank accounts and organization bank accounts. The emails have similarity where they seem to come from official sites. The fraudsters will use social engineering techniques to convince individuals to click on a specific link that looks formal, but they control them and can make malicious practices. The scammers will create a sense of urgency to convince the end-users of the importance of their connections. Once they access your credentials, they are in a position to control your bank accounts (Vitak, et al 2018).
The Nigerian scam involves using an emotional email from scammers who request a person to give help to retrieve back large amounts of money. They start by asking for small amounts of payments to start the legal process of acquiring them back where they make promises on rewards of lump sum money, and they have faked documents of the transactions that entice people on their actions. There is also greeting card scams this is linked to holiday greeting cards. Malicious scammers use this to inject and access more valuable data where they send cards to your emails and instructs you to click the card where malicious software is installed on your operating systems. The malware affects your computer system, leading to sending private data and financial information to a fraudulent server. 
 Salvin, & Lepcha, (2019) observes bank loan scam in this situation. The scammers offer you a guarantee to access loans; they are convincing that the scammers can easily lure you if an individual is not cautious by checking your financial status. The scammers request a mandatory fee to process the loans. Recently there is an increase in the number of credit and debit card breaches. To enhance protective measures to protect your personal data, an individual should watch your accounts closely and monitor online transactions. Bank owner should take advantage of free consumer protection service and sign up for free credit monitoring. A lottery scam is in the form of an email that indicates that you have won a certain amount of money that requires you to access the funds; you must make payments of small amounts of money. Hitman scam has also been prevalent today where they send threatening emails that they will kidnap one of your close relatives where in turn, they demand a ransom amount of money that should be paid based on the time frame given by the scammers. They incorporate details of the victim to increase terror. It's not advisable to avail sensitive information about yourself on social media because scammers can use this information.
Online dating scams are primarily on the Facebook and Instagram platforms. This is done by sending emails to potential targets; many male scammers are located in West Africa while female scammers on love are in Europe. Some people have dated online and later moved to live together where they have faced domestic violence. Online users should be attentive at checking on warning signs that could lead to these issues.  Scammers have also introduced fake antivirus software to send pop messages that seem to be legit to provide security for your computer package. To avoid scammers, an individual should scan their computers using a good antivirus product. If precaution is not taken, the computer can get infected by the malware. Ransomware can block and encrypt the operating system that will result in the scammers requesting payment to an avail decryption key. To ensure people are not fraud by the scammers, they should use specialized security product to complement traditional antivirus program. You are not supposed to click on pop messages if you are not sure of their source; instead, only install legitimate software for virus protection.
Facebook impersonation scam involves personal harvesting data without users consent and use the information in a negative way. To avoid this troublesome incident, you should not accept a friend request from unknown people; avoid sharing the password with others. Avoid connecting to public and free Wi-Fi; always keep your browser and apps updated; additional security is essential to encrypt critical personal details. Financial scams where cyber criminals make promises of non-existent jobs and getting rich methods are directed to people who are faced with financial constraints. They lure the victim to provide personal information and financial data in reward of a well-paying job.  To keep off from this danger, avoid giving out financial information to strangers, and avoid clicking hyperlinks sent in emails. Create passwords that cannot be easily manipulated. Avoid giving out social security numbers, install a good antivirus protection program, avoid shopping on unfamiliar online retailers, avoid downloading software from pop windows, and make sure you visit safe websites Ford, (2019).
Bitcoin scams are prevalent due to digital wallets being hacked, where they utilize technology to access sensitive data; the most common bitcoin scams are fake bitcoin exchanges and Ponzi schemes. They lure investors to invest in companies that have projected a rise in bitcoin and request for money exchange to be a stakeholder in the company. Some of these companies are fictions, and the money will be lost.  There are also scams based on fake news on the internet that leads to attention that could be in the form of misleading resources that will make it hard for people to distinguish valid information and fake information. Spoofing attack is primarily used in spreading fake news. To avoid becoming victims of fake news, one should use technology tools such as fact check and improvising critical cybersecurity programs. Fake shopping websites there are unnatural links that direct clients to malicious sites where the hackers can access your necessary personal data. People should keep reading shopping security tips to avoid fraud by cyber hackers Norris,& Dowell, (2019). 
Job offer scam in this situation, the scammers, post jobs and advertise on recruiting employees and moves forward to contact potentially interested individuals. To avoid these scammers conducting thorough research on the company that is providing job opportunities, check the person's information to be contacted on recruitment issues, request details to verify the credentials of the recruiting firm. SMS scamming the scammers will send text messages to victims regarding bank information that direct individuals to specific links that can be malicious and lead to accessing encrypted data. 
  Shafiq, A. (2020). Observes ethical issues in internet scams will include self-protection of the individual. Data by use of passwords that cannot be easily manipulated because the internet allows for more information exchange through the websites that can lead to the disclosure of information, thus violating the privacy of individuals that could be a threat when hackers are in a position to access the report. It is our responsibility as individuals to maintain confidentiality and integrity of personal data, which is made possible by limiting unauthorized access to data.  Maintaining high standards of access rights will make it possible to avoid hackers accessing information. The international forums have undertaken steps that will help formulate legislation that at the national and international level to control cybercrimes. In the absence of legal rules, government and individuals must improvise techniques that shall be implemented to protect themselves against hacking of their networks. Many countries have initiatives in developing strict regulations that have adverse punishment to people who are accused of cyber-crimes. Some of the legislation put in place is the data privacy act that will limit individual access to information and regulate spamming.  Computer security law is to enhance the security of devices by encrypting critical information that should be private. Freedom of information where people are given access to information that would not cause a threat to the national security in terms of internet scams. 
The government has also established a legal framework that determines the protocols used in information technology to ensure that safety is buffered to avoid leakage of data stored for future reference. Some laws have been established to regulate the E-commerce transactions that have been adversely affected by scams due to the presence of online shopping scams that lure customers to fake information and lead them to make transactions that they later realize they were manufactured after the money has been abducted from them. In data privacy, this rule is universal to all people who are using internet data. Encryption has been used by most internet users that help them to safeguard the information, which encodes a message in an unreadable format. Encryption is mainly used in online banking, electronic business transactions, stock trading. Firewalls have also been used to combat cybercrimes. This has been used by controlling the outside users and controlling the transfer of information. With the firewall, it's easy to create a control policy that will increase security, limiting cases with scams. Other ethical issues on the internet are ensuring that individuals respect their counterparts' privacy by avoiding sending scam links that would lead to access to critical information. Individuals should be honest and trustworthy when dealing with internet resources. Individuals should honour the confidentiality of other people. Cyber operators should give proper credit for the intellectual properties of other website operators to avoid leakages of data that will be a threat to privacy. When privacy have been interrupted adverse effects are prevalent that can even lead to fake transactions and transfer of funds to the hackers. 
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