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What is the difference between a security plan and a security policy? Describe how the security plan and policy relate to each other

A security policy identifies the necessary rules that will be complied in order to maintain security in a given system.  Policies are of high level strategies and are enacted by executives and senior management. They are short, straight to the point and generic in nature The people who sign them off do not know the technical details about them. An example of a policy “All database activities shall be monitored based on legal/contractual requirements and sensitivity of the data.” An organization’s security policy is a tool for emphasizing management commitment to security and making clear expectations for employees accountability, behavior and performance.

A security plan gives details on how the set rules will be applied. It is how you aim to achieve the set policies. Security plans define how things will be done. They specify the contractual requirements, basic classification of data, the activities that will be monitored e.t.c. A security plan may be a simple verbal statement from a high level management like, all accounts in a given  system must be protected by strong passwords. It might also be a wide document stating in details exactly how security will be implemented in system within a given company.

Generally, a security policy is included in a security plan, that is, a security plan consist of security policies. Security plan should include all the necessary actions for implementing organizational-wide security policies. To effectively  achieve specific policies, the plan of each policy is a written set of steps and rules. The plan outlines when, how and by whom the steps and rules are implemented.

Question 3

Linux password Security
To many, the most important file on a Linux System is the /etc/shadow file. This is where the hashes for the users are stored. The hashes are also salted in linux. Discuss password hashes and “Salting” and discuss password cracking tools or websites that can be used to crack linux password hashes. Some of the most popular tools are John the Ripper and hascat, which are both already included in the Kali linux distribution. Here is a list of some password hashes. You may elect to crack some of them and explain how you did it for part of this discussion
If you want to secure your passwords, you hash them. Hashing involves algorithms that are one way functions. They turn any amount of data into a fixed length that cannot be reversed. If a user input changes by a small bit, the resulting hash is completely different as shown below:
hash("hello") = 2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5c1fa7425e73043362938b9824
hash("hbllo") = 58756879c05c68dfac9866712fad6a93f8146f337a69afe7dd238f3364946366

Whatever security measure is taken if someone has the hash code, they will be able to reverse it eventually. The only way to prevent this is by making them hard using “salting”. This involves randomizing the hashes by appending or prepending a random string to the password called a salt before hashing it. This makes the same password hash into a completely different string each time.
hash("hello")                                       = 2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5c1fa7425e73043362938b9824
hash("hello" + "QxLUF1bgIAdeQX") = 9e209040c863f84a31e719795b2577523954739fe5ed3b58a75cff2127075ed1
hash("hello" + "bv5PehSMfV11Cd") = d1d3ec2e6f20fd420d50e2642992841d8338a314b8ea157c9e18477aaef226ab

Hascat is a tool that can be used to crack linux passwords. It’s a tool that provides a very efficient way to convert plain text collections of character into their respective hashed equivalent. There are other alternative password cracking tools available including, John the ripper which can be used in the same way as hashcat.
To crack the below password hashes,
yoda:$1$5omfKTx0$a2HcD36Svn/WJM1nwicHt1:17499:0:99999:7:::
kermit:$1$V7/yOFcV$PZlTG2noFQFefLuJAALkw0:17499:0:99999:7:::
elaine:$1$HyhWYHCa$wuSfEnqxe42tP1SC57V4F0:17499:0:99999:7:::
r2d2:$1$.OAwXssT$MbQEfD/8ICEn/l/Xqenw7/:17499:0:99999:7:::
c3p0:$1$STDJ9jYI$aPPHGoNxF2cVDxxgsJBjF.:17499:0:99999:7:::
jabba:$1$d7BduwJ7$LpxKuwSNC4fszd0oK4tdD1:17499:0:99999:7:::

 I used a PC with linux-ubuntu operating system.

I installed the latest version of a Hashcat tool and 7zip application on the terminal with the command: 

wget https://hashcat.net/files_legacy/hashcat-2.00.7z and a 7Zip application to extract the contents 
7z e hashcat-2.00.7z 

The Hashcat version I used was:
./hashcat-cli32.bin -V
2.00
To crack the password for user Kermit we ran the command
hashcat -a 3 -m 0 1$5omfKTx0$a2HcD36Svn/WJM1nwicHt1:17499:0:99999:7:::
 The hashcat program -a 3 specifies the attack mode which in this case is brute-force
-m   which specifies the hash algorithms
0 is the mode for MD5
We are supposed to hashcat until we find the original word

You can crack hashed password using on line hash crackers websites such as https://hashkiller.co.uk/md5-decrypter.aspx
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