Count Me In Investments
INTEROFFICE MEMORANDUM

To:  Junior Data Analysts
[bookmark: _GoBack]From:  *********, Senior Data Analyst   JA 
Subject:  Update of virtual private network
Date:  April 3, 2017

Purpose:  The purpose of this memorandum is to provide instructions on how to install the newest version of the virtual private network (VPN) on personal computers or laptops for remote working.

Background:  On February 16, 2017, a hacker attack occurred on our VPN. The hackers were able to search through our databases and obtain the personal information of our clients. As a company that prides itself on the confidentiality of our clients, we cannot allow such an attack to occur again. 

Discussion:  Recently, we updated our VPN to include more security measures. After reviewing the VPN logs, I noticed that a large number of you are still using the old version of the VPN. The resolution can be achieved by the following:

	Installing the newest version of VPN
1.  Open an internet browser (i.e. Internet Explorer, Google Chrome, Mozilla Firefox, etc.).   
2. Type the following URL in the address bar:  https://countmein.com/employeevpn/$wf-dk-jta 
3. The URL will prompt you to enter your employee username and password.
4. Once you have successfully entered your username and password, your download of the newest version of VPN (countmeinVPN 10.05.02) should begin. Click “Run” once the download has completed.
5. A message should appear asking you if you would like to remove the older version of the VPN (countmeinVPN version 10.05.01). Click “Yes” and follow the remainder of the on-screen installation instructions.

Once your installation is complete, the newest VPN will be launched and will prompt you to enter your employee username and password and you may continue to work remotely.

Action:  Without the proper VPN installed on your personal computers and laptops, we remain at risk for future hacking attempts. Beginning Friday, April 7, 2017, the company will make the newest version of the VPN a requirement to work remotely. This means that if you are attempting to work remotely on the old version of the VPN, you will not be able to gain access to any of our company's resources. I suggest that each of you install the newest version of the VPN by 11:59 PM on Thursday, April 6, 2017. 
