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ECE361
VirtualBox and Course VM Setup Guide

1 Overview

The labs in this course will be conducted using a Linux-based virtual machine (VM) that we will
provide you. A VM is a computer that is emulated using software. This allows users to run any
computer system over another underlying computer system (e.g. you can run a Windows VM in
an underlying Linux computer). To run VMs, you will need a hypervisor, a software that enables
multiple VMs to coexist on the same computer.

In this course, you will use VirtualBox ' as the hypervisor. VirtualBox is free and available for
Windows, macOS, and Linux. The purpose of this setup guide is to walk you through how to install
VirtualBox on your computer, and how to setup the course VM.

2 Download and Installation

Download and save the appropriate installation package for your platform. To download VirtualBox,
please visit: https://www.virtualbox.org/wiki/Downloads

This section will walk you through the installation process. Please go to section 2.1 if you use
Windows, or section 2.2 if you use macOS.

2.1 Installation (Windows)

This section will walk you through an installation of VirtualBox version 6.1.0 on Windows 10.
Other versions of VirtualBox should have a similar process, though the following figures below may
not exactly match.

Step 1: Locate the *.exe installation package that you downloaded and run it. You should see
something similar to the Fig. 1. Click on Next to proceed.

VirtualBox: https://www.virtualbox.org/
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ﬂ Oracle VM VirtualBox 6.1.0 Setup X

Welcome to the Oracle VM
VirtualBox 6.1.0 Setup Wizard

The Setup Wizard will install Oracle VM VirtualBox 6.1.0 on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

Version 6.1.0 Cancel

Figure 1: Launching the VirtualBox Setup Wizard.

Step 2: In the custom setup options, Fig. 2, keep the default settings (i.e. install everything).
Click on Next to proceed.

ﬁ Oracle VM VirtualBox 6.1.0 Setup x

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

EES=1M| VirtualBox Application Orade VM VirtualBox 6.1.0
= ~ | VirtualBox USB Support application.
= ~ | VirtualBox Networking

%‘ VirtualBox Bridge: This feature frees up 32MB on your

VirtualBox Host-C| 214 drive, It has 3 of 3
= '| VirtualBox Python 2.x SL|  subfeatures selected. The
subfeatures require OKE on your ...

< >
Location: C:\Program Files\Oradle \VirtualBox\ L
Version 6.1.0 Disk Usage < Back Cancel

Figure 2: VirtualBox custom setup options.

Step 3: Of the various options shown in Fig. 3, you should register the file associations such
that VirtualBox can recognize VM-related file extensions. If you prefer not to create shortcuts and
start menu entries, you may skip the first three items.
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ﬁ Oracle VM VirtualBox 6.1.0 Setup X

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

Create start menu entries
Create a shortcut on the desktop
Create a shortaut in the Quick Launch Bar

Register file assodations

Version 6.1.0 <Back Cancel

Figure 3: VirtualBox shortcuts and file associations.

Step 4: In order for your VM to have access to the Internet (which is required for this course),
you need to install the VirtualBox networking features. Click on Yes in the dialog shown in Fig. 4.

This step may temporarily reset your network connection. If you’re in the middle
<> of an important connection (e.g. file download, video conferencing, etc.), wait
until you’re finished before proceeding with the installation

15 Oracle VM VirtualBox 6.1.0 X

Warning:
Network Interfaces

Installing the Oracle VM VirtualBox 6. 1.0 Networking feature
will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 6.1.0 Yes No
Figure 4: VirtualBox networking interfaces must be installed.
Step 5: Now you’re ready to proceed with the installation. Click on Install.
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ﬂ Oracle VM VirtualBox 6.1.0 Setup X

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 6.1.0 < Back Cancel

Figure 5: Confirm to begin installation.

Step 6: The installation process may prompt you to install the Oracle Corporation Universal
Serial Bus (USB) package, as seen in Fig. 6. This enables your VM to connect to USB devices on
your physical computer. This is highly recommended as you may occasionally wish to connect a

USB device to your VM (e.g. a flash drive if the networking fails, or a mouse). Click on Install to
proceed.

E=] Windows Security X

Would you like to install this device software?

Name: Oracle Corporation Universal Serial Bus ...
<% publisher: Oracle Corporation

Always trust software from "Oracle Corporation”. | Install | Don't Install

@ You should only install driver software from publishers you trust. How can | decide
which device software is safe to install?

Figure 6: Confirm installation of the Oracle Universal Serial Bus package.

Step 7: When the installation has finished, click Finish to complete the process and launch
VirtualBox. You should see the VirtualBox Manager, similar to that shown in Fig. 7.
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N# Oracle VM VirtualBox Manager - O X

File  Machine  Help

& AN g

Preferences Import  Export New Add

Welcome to VirtualBox!

The left part of application window contains
global tools and lists all virtual machines and
virtual machine groups on your computer. You
can import, add and create new VMs using
corresponding toolbar buttons. You can popup a
tools of currently selected element using
corresponding element button.

You can press the F1 key to get instant help, or
visit www.virtualbox.org for more information
and latest news.

Figure 7: VirtualBox Manager interface.

Proceed to section 3 to download, setup, and run the course VM.

2.2 Installation (macOS)

This section will walk you through an installation of VirtualBox version 6.1.0 on macOS Catalina.
Other versions should have a similar process, though the following figures below may not exactly
match.

Step 1: Locate the *.dmg installation package that you downloaded and run it. You should see
something similar to the Fig. 8. Click on Continue to proceed.

[. ‘& Install Oracle VM VirtualBox =)

‘ Welcome to the Oracle VM VirtualBox Installer

o Introduction Oracle VM VirtualBox for macOS

elect Welcome to Oracle VM VirtualBox 6.1.0 for macOS! This installer will
guide you through the installation process. In a minute from now, you will

/pe @ be able to execute virtual machines running different operating systems
on your desktop. You will find that VirtualBox delivers a great feature set
and excellent performance.

Figure 8: VirtualBox Manager interface.
Step 2: Click Install on the next screen. The installer may prompt you to enter your
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computer’s user name and password, as seen in Fig. 9; please do so, as this is perfectly safe.

‘® & Install Oracle VM VirtualBox a

Standard Install on “Macintosh HD"

e This will take 254.6 MB of space on your computer.

Destination SfeleCt Click Install to perform a standard installation of this software

e Installai or will

| - Installer is trying to install new software.

Enter your password to allow this.

1 User Name:

‘ Password:

A e
N Cancel Install Software

\\ ~ Change Install Location...
{

Customize Go Back Install

Figure 9: VirtualBox Manager interface.

If the installation fails with the message shown in Fig. 10, then you will have to modify the
Security & Privacy settings on your computer.

An error occurred during installation.

Introduction
Destination Select

Installation Type f

Installation

O CITERY The installation failed.

The Installer encountered an error that caused the
installation to fail. Contact the software manufacturer
for assistance.

System Extension Blocked

N K A program tried to load new system extension(s)
signed by “Oracle America, Inc.”. If you want to enable
these extensions, open Security & Privacy System

Preferences.

Close
Figure 10: VirtualBox Manager interface.

Go to your computer’s Security & Privacy settings. Click the lock button at the bottom-left
corner and enter your password. Click on Allow, as seen in Fig. 11. Afterwards, you’ll have to
re-run the installation package.
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[ ) < 223 Security & Privacy @

W FileVault ~ Firewall  Privacy

A login password has been set for this user Change Password...

Require password 5 minutes E after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:
App Store
o App Store and identified developers

System software from developer “Oracle America, Inc.” was blocked Allow
from loading.
Eg Click the lock to prevent further changes. Advanced... ?

Figure 11: VirtualBox Manager interface.

Step 3: If all goes well and the installation process is finished, launch VirtualBox. You should
see something similar to Fig. 7.

You're now ready to download, setup, and run the course VM.

3 Setup and Running the Course VM

Now that you have VirtualBox installed, you can setup and run VMs on your computer. See
section 3.1 for steps on how to setup the course VM with VirtualBox, see section 3.2 for running
the VM, and see section 3.3 for instructions on updating and initializing the VM.

3.1 Setup the Course VM with VirtualBox

In this section, you will download and and setup the course VM.

Step 1: Download the course VM image from:
https://drive.google.com/open?id=1Q2jUz-9mt8VMhAOpQKRe79fbcGT-MII-

Once you've downloaded it, un-tar it to extract the ece361.vdi file within. The *.vdi extension
format indicates this is a Virtual Disk Image.

Step 2: Start VirtualBox. In the VirtualBox Manager, click on New as highlighted in Fig. 12.
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¥ Oracle VM VirtualBox Manager

File Machine Help

N 2o,
¢ I B *

o e oo
preferences  Import  Export | New JAdd

Welcome to VirtualBox!

The left part of application window contains global tools and ists all virtual
machines and virtual machine groups on your computer. You can import,
2dd and create new VMs using corresponding toolbar buttens. You can

popup a tools of currently selected element using corresponding element

You can press the F1 key to get instant help, or visit www.virtualbox.orq
for more information and latest news.

Figure 12: Create a new VM in the VirtualBox Manager.

Step 3: Click on Expert Mode, highlighted in Fig. 13, to see more configuration options.

W Oracle VM virtualBox Manager

o x
a H ? X
1Y 1oois
" Create Virtual Machine
Name and operating system
Please choose a descriptive name and destination folder for the new virtual machine and select €

the type of operating system you intend to install on . The name you choose wil be used
throughout VirtualBox to identfy this machine.

Name: (|

Machine Folder: [ | C:\Users\ Thomas\VirtuaBox VMs

Type: |Microsoft: Windows

Version: |Windows 7 (64-bit)

Expert: Mode Next Cancel

Figure 13: Enabled Expert Mode.

Step 4: Provide your VM with a name (e.g. ece361). Specify Linux as the type, using Ubuntu

(64-bit) as the version. For the memory size, 2048 MB (2 GB) is the minimum recommended
amount to allocate to your VM.

q> If you only see 32-bit options, please see the Troubleshooting (section 4) below.
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Create Virtual Machine

MName and operating system

Name: |ec9361 |

Machine Folder: C:\Users\ Thomas\VirtualBox VMs

Type: |Linux

Version: |Ubuntu (64-bit)

Memary size
4 MB 16384 MB
Hard disk
O Do not add a virtual hard disk
O Create a virtual hard disk now
® Use an existing virtual hard disk file
Empty Ml
Guided Mode Create Cancel

Figure 14: VM configuration options.

Step 5: Select Use an existing virtual hard disk file and click on the small folder icon
in the bottom right, as shown in Fig. 15. This will open up the Hard Disk Selector.

? *
Create Virtual Machine
MName and operating system
Name: |ec9361 |
Machine Folder: | C:\Users\ Thormas\VirtualBox VMs V|
Type: |Linux hd @,
Version: |Ubuntu (64-bit) -
Memary size
2048 |5 | MB
[ L R | LI R B | LI B A | LI R B | LI TR | LI I B A | [
4 MB 16384 MB
Hard disk

O Do not add a virtual hard disk
O Create a virtual hard disk now
® Use an existing virtual hard disk file

Empty

Guided Mode Create Cancel

Figure 15: Specify that you will use an existing virtual hard disk.

Step 6: In the Hard Disk Selector, click on Add as shown in Fig. 16. Browse to where you
extracted ece361.vdi, and select it, then confirm by clicking on Choose.
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b:i_l ece361 - Hard Disk Selector x
Medium

ol

Add | Refresh

Mame Virtual Size Actual Size

Search By Name ~ || | Gy

Figure 16: VirtualBox Hard Disk Selector.

Choose

Cancel

Step 7: Finally, click on Create to create the VM. Note that this does not run the VM yet.

Create Virtual Machine

Name and operating system

Machine Folder:

*

Name: |ece361

C:\Users\Thomas\VirtualBox VMs

Type: |Linux
Version: | Ubuntu (64-bit)

Memory size

4 MB

Hard disk

@]
@]
®

Do not add a virtual hard disk
Create a virtual hard disk now

Use an existing virtual hard disk file
ece36l.vdi (Normal, 10.00 GB)

Guided Mode

Figure 17: Create the VM.

7

Cancel

Step 8: Before you run the VM, modify the VM’s settings to allocate more CPUs to it. Click
on Settings as shown in Fig. 18.
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¥ Oracle VM virtualBox Manager - o X

File Machine Help

Tools.
L)

Pa®

M| preview

Name: ece361
Operating System: Ubuntu (64-bit)
[&] System

Base Memory: 1024 MB

Boot Order:  Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, KVM
Paravirtuaization

Figure 18: Modifying the VM’s settings.

Select System on the left, followed by Processor on the right (see Fig 19, and adjust the number
of CPUs allocated. A minimum of 2 is required, but more is better (e.g. 4 would be optimal). Press
0K when finished.

LJ' ece361 - Settings ? *

System

Motherboard Acceleration

| Display Processor(s): ' 2 S
1CPU 12 CPUs
| Storage
< Execution Cap: W oo
©P Audio 1% 100%
-H_. Network Extended Features: (] Enable PAE/NX
.;\' Enable Nested VT-x/AMD-V
:&&\ Serial Ports

Figure 19: Adjusting the VM’s allocation of CPUs.

3.2 Running the Course VM

Now that you’ve created a VM with VirtualBox using the disk image provided, you can start the
VM. In the VirtualBox Manager, click the Start button with the green arrow, as shown in Fig. 20.

¥ Oracle VM virtualBox Manager - O X
File Machine Help
Tools . -
wee e v =
New Settings Discar| start
m. . ™ General M| preview
< H
, ) . Name: ecelfl
Operating System:  Ubuntu (64-bit)
|&] system
Base Memory: 1024 MB

Boot Order:  Flopy, Optical, Hard Disk ece361
Acceleration:  VT-x/AMD-V, Nested Paging, KVM
Paravirtualzation

Figure 20: Start the virtual machine.

After a while, you should see the graphical login page, Fig 21. You can log into the default
account, named ubuntu, using the password ece361.

Page 11 of 17



ECE361 Computer Networks I Winter 2020

ece361 [Running] - Oracle VM VirtualBox - u] X

File Machine WView Input Devices Help

Mon 13 Jan 2020 12:

Login:

Default Default

e | ERD® &l rght o

Figure 21: Login page of the course VM.

Once logged in, you should see the desktop, similar to Fig. 22. If the VM’s screen size is too
small and you’re unable to scale it, please see the troubleshooting steps in section 4.1.

ece361 [Running] - Oracle VM VirtualBox - u] X

File Machine WView Input Devices Help
i £
Leafpad
LY

il
Manager

-

Terminal /A\‘“ | =

//  Lmwpcim¥gl Descror Exy

[ =
@kl =R

pd

20:13 B
[#] right Ctrl

Figure 22: Desktop of the course VM.
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3.3 Update and Initialize the Course VM

Occasionally, the VM may need to be updated to fix bugs or introduce new features. We have
provided an update script to ease this process, so you won’t have to re-download the VM image for
every update. If this is the first time running the VM, you should update it immediately.

Q)

2

- Update the VM: Open a terminal (in the VM), and type ece361-update

The exercise and submission processes in ths course require access to the UG EECG system
using your credentials. To avoid having to repeatedly type in your username and password, a key
can be generated to associate this VM with your UG EECG account. Using a key means that
this VM will have passwordless access to your UG EECG account, you just have to provide your
credentials once.

To generate a key to associate this VM with your UG EECG account, open a
terminal (in the VM), and type ece361-init

If you change your mind about using the key, you can always re-run ece361-init later. Choosing
no will remove any previous keys, and choosing yes will generate a new key.
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4 Troubleshooting

This section provides troubleshooting for common issues. If you're facing a problem that is not
listed here, please make a post on Piazza, or bring your laptop to the lab. Common problems and
their solutions will be added here in the future.

4.1 VM’s Screen Size Too Small or Cannot Scale

You will need to first install the VirtualBox Guest Additions into the VM itself, then adjust the
VM’s monitor settings.

Step 1: Insert VirtualBox’s Guest Additions CD image into the VM, as seen in Fig. 23. When
it asks to open it in the File Manager, click 0K.

ece361 [Running] - Oracle WM Virtualgox O X

File Machine Wiew Inpuf | Devices Help
&) Optical Drives
& Audio
Netwark
> Use

n] Shared Folders
Y Shared Clipboard

+] Drag and Drop
File

~Manager Insert Guest Additions CD image...

-

Terminal

Midori

Insert the Guest Additions disk file into the virtual optical drive Qewas =RDE

Figure 23: Insert the GuestAdditions CD image.

Step 2: Double-click on autorun.sh. In the resulting options, select Execute. This process
may take up to a minute before it finishes.
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VBox_GAs_6.1.0

Fle Edit View PBookmarks Go Tools Help

" v (4] 1‘ | imediajubuntu/VBox_GAs_6.1.0

Places v

~

4y Home Folder

M Desktop AUTORUN.IN
F

File
ENUGEEI || Trash Can

;_E? Applications

torun.sh' seems to be an executable script.
gant to do with it?

Execute in Terminal

" Execute File

Figure 24: Execute the installation process.

Step 3: Reboot the VM.

Step 4: Once the VM has been rebooted and you’ve logged back in, select Scaled Mode, as
seen in Fig 25.

ece361 [Running] - Oracle VM VirtualBox - [ul X

File Machine  View Input Devices Help

Full-screen Mode Host+F

e o et

Scaled Mode Host+C

Adjust Window Size Host+A

Auto-resize Guest Display

Take Screenshot... Host+E
Recording

Menu Bar

Status Bar

= Virtual Screen 1

Qokas =R

Figure 25: Enable Scaled Mode.

Step 5: Find the VM’s monitor settings, and adjust the resolution as you see fit.
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Trash Leafpad

L3

=
Managen

Terminal

& Accessories >
© Debian > About Myself
¥ Graphics % == Customize Look and Feel
@ Internet > M Desktop Preferences
- Office > Desktop Session Settings
i Programming >| . Keyboard and Mouse
% sound & Video )@
. System Tools = N " "
4 >[I network Change screen resolution and configure external monitors
o = Openbox Configuration Manager
aun & Password
™ Screensaver
@ Logout & Time and Date

& Users and Groups

Figure 26: Adjust the Monitor Settings.

4.2 VERR_NEM__VM__CREATE_FAILED Error

If you see an error similar to Fig. 27 in Windows 10, then you may need to disable a few services.
VirtualBox currently does not work well alongside other virtualization technologies and features

used by Windows.

'fl VirtualBox - Erraor 7 x
4@W% Failed to open a session for the

®aY virtual machine ece361-old.

“ Details

Call to VidMessageSlotMap failed:
Last=0xc000000d/87
(VERR_MEM_WVM_CREATE_FAILED).

Result Code: E_FAIL (0x80004005)
Component: ConsoleVWrap

Interface: IConsole
{872dab45-4a9b-1727-
bee2-5585105b%eed}

Cony

Figure 27: VERR_NEM__VM_CREATE_FAILED Error

Page 16 of 17



ECE361 Computer Networks I Winter 2020

In the Windows start menu, search for Turn Windows features on or off. You can then
enable/disable features, some of which may require you to restart your computer. Features known
to interfere with VirtualBox 6.1.0 include: Hyper-V, Virtual Machine Platform, and Windows
Hypervisor Platform.

Please see https://forums.virtualbox.org/viewtopic.php?p=450399#p450399 for a list of
Windows feature you may need to disable (you may not have all of them).

If you use Windows Subsystem for Linux 2 (WSL 2), you may need to revert your
Linux distribution back to WSL 1, since WSL 2 depends on Virtual Machine

<> Platform which must be disabled. To check if your Linux distributions are using
WSL 1 or 2, open a Windows command prompt, and type wsl -1 -v. If any of
them are using 2, you can revert them back to 1 by typing wsl -set-version
<Distro> 1. This process may take a while for each distribution.

4.3 Only 32-bit VM Versions Available

Possible causes of this issue include:

¢ Your CPU’s virtualization feature is disabled. To enable, you must go into your com-
puter’s BIOS (this varies across computers) and enable virtualization. For Intel CPUs, the feature
is called Intel Virtualization (VT-x) and it must be enabled, as well as VT-4d if it exists. For
AMD CPUs, the feature is called AMD Virtualization (AMD-V).

e Windows 10’s Memory Integrity feature is on. This is a relatively new security feature
in Windows to protect the kernel’s memory. However, it uses Windows virtualization features to
do so, which currently does not work well with VirtualBox. In the Windows start menu, search
for Core Isolation. If Memory Integrity is on, turn it off.
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