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Week 4 Review Questions
1. What are the various types of cybercrime?
· Internet fraud: personal information stolen from a devises.
· Theft of credit, debit card 
· Theft of corporate data
· Demanding money to prevent a threatened attack.
· Ransomware attacks (a type of cyber extortion).
· Crypto-jacking (where hackers mine cryptocurrency using resources they do not own).
· Cyberespionage (where hackers access government or company data).
· Selling illegals online (black market)
· Soliciting, producing, or possessing child pornography




2. In your state, who would you turn to report a financial scam? What problems are faced by state, federal, and international law enforcement agencies when combating identity fraud perpetrated over the internet? Explain your answer.
· When reporting a financial scam in California, you go to the Attorney General and the Federal Trade Commission and use the Attorney General’s Office Complaint Form and Federal Trade Commission Complaint Form.
· When it comes to cybercrimes, the biggest problem faced by state, federal, and international law enforcement agencies is tracking the criminal; it is hard to track hackers, and linking them to the crime is even harder, for example, if a cybercriminal is using the black market to sell “fake ID’s” than there’s no way of tracking the seller (Roberts, 2009). 
· 
3. What are the two broad categories of trafficking in persons? Explain each.
· Children and adult sex trafficking: being obtained and transferred from one state or country against your will by a single person or an organization for sexual work. 
· Human labor: When a person is forced to do illegal acts, for example, working for drug dealers to pay a debt or even to stay alive (Charnysh et al., 2015). 

4. Why is trafficking counterfeit goods so attractive to organized crime? Explain.
· Organized crime is attractive to trafficking counterfeit goods for the lucrative profits, power, and fear from other individuals in the trafficking community. 

5. What elements of the business of illegal drugs are like the business of selling legal products?
· The similarity in legal and illegal businesses is high profit, fame, power, and both companies have employers (South & Wyatt, 2011). 

6. How has racism or hostility toward minorities influenced the drug prohibitions and laws in the United States?
· Racism has been a problem when it comes to drugs; in 1930, sixteen states with relatively large Mexican populations had enacted anti marijuana legislation until today; race plays a big part in the in-laws of the United States when it comes to drugs (Fellner, 2009). 

7. How have the methods employed to manufacture, transport, and distribute illicit drugs evolved?
· Globalization of drug consumption whereby it has primarily so the globe, and there are so many addicts not just in the US
· Partial victories in the Andean war on drugs attributed to Mexico's current drug related blood bath.
· The proliferation of areas of cultivation of drugs and also the drug smuggling routes 
· The organized criminal groups have been dispersed and fragmented into various areas (Bright et al., 2009).

8. What are the four geographic sources for heroin? How does American foreign policy in Afghanistan interact with the heroin business?
· Southwest Asia
· Southeast Asia
· Mexico
· Colombia
American foreign policy interacts with the heroin business in that it does so well in the region, and doing away with it is close to impossible.
9. What are the three primary forms of labor racketeering? Discuss your answer.
· The three primary forms are strike insurance, the sweetheart deal, and siphoning of union funds (Finckenauer, 2006). Strike insurance is opportunistic exploitation, where individuals take advantage of inherent weaknesses of the systems for their gain.
· A sweetheart deal is a form of agreement that is done in secret that works for the advantage of some parties while it places others in a disadvantaged position.
· Siphoning of union funds whereby several officials in the union collude to unlawfully get the money meant for the association and not use it for its intended purpose.

10. What is the purpose of money laundering? How can a legitimate business be used to accomplish money laundering?
- money laundering aims at engaging in legal business activities with the money acquired from criminal activities such as selling the drug to make it look like the money is coming from a legitimate source (He, 2010).
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